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Introduction

This guide details the steps required to configure the Cybowall solution. It is made up of four broad
components:

1. Initial Configuration Steps
2. Network Scanning
3. Port Mirroring

4. WMI Access

‘. CYBON ET @ +1.646.883.3455 M info@cybonet.com @ www.cybonet.com



CYBONET Copyright CYBONET.com All Right Reserved

Initial Configuration Steps

To start configuring Cybowall, follow the steps below.

1. Navigate to System settings > Network devices and in the Domain name servers (DNS) section,
configure the relevant DNS servers in the organization’s network:

N DNS
1 8.8.88

2. Cybowall connects to all network switches using SNMP. To allow this, add the SNMP information
for all relevant switches by clicking the orange + icon to the right of the Network switch access
(SNMP) section:

N Tag Community Read Write

No data

3. Complete the following information (at minimum):

Tag (description - one word, no spaces)
Community
Read (select to grant permission)

4. Click Add:

Add network switch

Tag coreswitch
Community public
Read [ ]

Write
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Network Scanning

For an organization to know which systems and devices are connected to the network, asset mapping
is required. In order for Cybowall to discover and map connected assets, it needs to perform network
scans.

Network scans allow the organization to discover all devices with an IP address range, providing

visibility of all connected devices and enabling effective monitoring of those assets. As a network
evolves, network scanning allows a full picture of the network to be obtained and changes to be

tracked.

Before You Begin

Determine how the organization’s network is configured in order to correctly configure Cybowall.
The network can be configured in one of the following ways:

e VLAN tagging (IEEE 802.1Q protocol) is utilized and the network has VLAN interfaces
configured on the switch

e VLAN tagging is not utilized

Determining the Network Environment

The method differs depending on the type of environment; physical server or virtual environment.

Physical Server (Dedicated Hardware)

To verify if the network environment is tagged or untagged, access and check the switch configuration
(which the server is connected to).

Since multiple types of switches exist, with their own setup, use the below link to access the manuals
of known switch vendors (HP, Cisco, 3Com and others) in order to configure the port as a trunk port
and assign to it the relevant VLANSs:

https://wiki.wireshark.org/SwitchReference
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Virtual Environment

To determine the type of network environment, review the set-up of VMware or Hyper-V.

VMware

1. Navigate to the VM host Configuration > Networking section:

Resource Allocation | Performance Tasks & Events ' Alarms

Configuration

Getting Started | Summary | Virtual Machines
Hardware
Processors
Memary
Storage
v Metworking
Storage Adapters
Metwork Adapters
Advanced Settings
Power Management

Software

2. Click on the vSwitch Properties.

View: |vSphere Standard Switch vSphere Distributed Switch

Networking

Remove... Properties...

Standard Switch: vSwitch4

Wirtus| Machine Port Group
L2 RnD Metwork 3 LAN 17 e

& |13 virtual machine(s) | VLAN ID: 17
17.9_osgl
17.240_M5_5.1_Archive
17.93 unztnnnahle CR4 AR A4 I

Phiysical Adapters

E@ vmnict 1000 Full L3

The presence of a VLAN ID indicates that VLAN tagging (IEEE 802.1Q protocol) is being used:

Ports | Network Adapters I

‘Configuration | Summary |

i} vSwitch 120 Ports

& RnD Network 3L... Virtual Machine ... |

Port Group Properties ~
Metwark Label: RnD MNetwork 3 LAN 17
WLAN ID: 17

[ Effective Policies 1

If there is no VLAN ID, this indicates an untagged environment:

Ports | MNetwork Adapters I

‘Canfiguration | Summary |
I vswitch 120 Ports
g RnD MNetwork 3 L. Virtual Machine |

Port Group Properties ~
Metwork Label: RnD MNetwork 3 LAN 17

WLAN ID: Maone (0)

(€cYBONET

Q) +1646883.3455

info@cybonet.com @ www.cybonet.com



CYBONET Copyright CYBONET.com All Right Reserved

Hyper-V

1. Onthe server on which Hyper-V is installed, click on the Windows key:

Recently added

I:I Optional Features

Meost used
~ -~ Windows
Geogle Chrome: Server Manager ~ PowerShell PowerShell ISE

Snipping Tool

Paint I@
Windows
Command Prompt Administrativ... Task Manager Control Panel

MNotepad

.‘;_; ! (]

Remote

Google Chrome Desktop... Event Viewer File Explorer

2. Click on the Windows Administrative Tools tile:

Windows Server

[ >

Windows
Server Manager ~ PowerShell PowerShell ISE

Control Panel

™

Desktop... Event Viewer File Explorer

Remote
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3. Double click Hyper-V Manager:

i‘é | || = | Administrative Tools

Home Share View

1 f;‘é s Control Panel » Systern and Security » Administrative Tools

~

MName Date modified Type Siz
# Quick access
I Desktop * L Terminal Services 7/16/2016 423 PM File folder
|a*+ Component Services 7/16/2016 418 PM  Shortcut
* Downloads * E Computer Management 7162016 418 PM Shorteut
Documents 4 & Defragment and Optimize Drives 7/16/2016 412 PM  Shorteut
[&] Pictures A 74 Disk Cleanup 7/16/2016 419 PM  Shortcut
I This PC &4 Event Viewer 71672016 418 PM Shortcut
- E Hyper-V Manager 7/16/2016 419 PM  Shortcut
l‘ Netwark E 5CSH Hyper-¥ Manager provides management access to your virtualization
i Local § platform.
£ Microsoft Azure Services T/16/2016 419 PM Shortcut
E QDBC Data Sources (32-bit) 7/16/2016 418 PM Shortcut
(55 ODBC Data Scurces (54-bit) 7/16/2016 418 PM  Shortcut
@ Performance Monitor 7/16/2016 418 PM  Shorteut
E Print Management 7/16/2016 419 PM  Shortcut
@ Resource Monitor 7/16/2016 418 PM  Shorteut
= Server Manager 71672016 419 PM Shortcut
&% Services 7/16/2016 418 PM Shortcut
2 System Configuration 71672016 418 PM Shortcut
B System Information 7/16/2016 418 PM Shortcut
@ Task Scheduler 7/16/2016 418 PM  Shortcut
f Windows Firewall with Advanced Security  7/16/2016 412 PM Shortcut
23 items

4. Under the Actions pane on the right, double click Virtual Switch Manager:

%
Mew [

[[%  Import Virtual Machine...
D Hyper-V Settings...

8 Virtual Switch Manager...
. Wirtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View »

Help
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5. Select the relevant interface to show the interface properties.

If the checkbox under VLAN ID is checked, the environment is set up for VLAN tagging (IEEE
802.1Q protocol). If it is unchecked, the environment is untagged:

25 Virtual Switch Manager for WINSRVHYPERY

& Virtual Switches
2 New virtual network switch

=ta Virtual Switch Properties

Name:

709C Gigabit Eth ‘QLogic BCMS5709C Gigabit Ethernet (NDIS VBD Client) #2 - Virtual Switch
f Qlogic BCM5709C Gigabit Ethernet...
Olagic BOM5709C Gigabit Etherne. .. MNotes:

i Qlogic BCM5709C Gigabit Ethernet...
Qlogic BCM5709C Gigabit Etherne...
# Global Network Settings
@ MAC Address Range
00-15-50-64-FA-00 to 00-15-5D-6... Connection type
What do you want to connect this virtual switch to?
(®) External network:

|QLogic BCMS5702C Gigabit Ethernet (NDIS VBD Client) #2 ~

[] Allow management operating system to share this network adapter
Enable single-root /O virtualization (SR-IOV)
() Internal network
O Private network

VLAN ID
[] Enable virtual LAN identification for management operating system
The VLAN identifier specifies the virtual LAN that the management operating

system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

2

Remave

o SR-IOV can only be configured when the virtual switch is created. An external

virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

oK | | Cancel Apply
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Network Scanning Configuration

1. Login to the Cybowall Ul using the IP address configured in the CLI —refer to the Cybowall Quick

Installation Guide (QIG).

https://ipaddress:7443
Username: admin
Password: CBWadminPaS$s

' @®_ CYBOWALL

Username

Password

2. Navigate to the System settings > Network devices tab:

Device IP

Speed MTU Ul port (HTTPS) VLAN id
eth0 172.16.100.100/24 AUTO 1500 7443
General settings
Hostmame Cybowall
Default gateway 192.168.7.254

These screenshots show the initial IP address and Default gateway for the Management service
interface set up in the QIG.
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Setting the Management IP, as above, automatically adds the network that the Management IP is

a part of:

VLAN access interface list (IEEE 802.1Q)

N VLAN name VLAN address range VLAN id Type IP Device
1 172.16.100.0/24 172.16.100.0/24 STATIC 172.16.100.100/24 eth0

3. Navigate to the Policy > Network scanner tab:

Default network definitions

DHCP Server DNS Server

Default DHCP server Default DNS server

4. Add the primary DHCP Server and DNS Server in the Default network definitions section.

When new subnets are added, they automatically inherit the default network definition, unless
otherwise specified.

5. *Note: If any of the networks contain alternate DHCP and DNS servers, this step can be skipped.
Add the information for each network in the Networks section:

N Name Address range Risk factor Mahware hunter Default gataway DNS servers DHCP servers Protected Enabled

72.16.100.0/24 172.16.100.0/24 Normal
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6. Return to Systems settings > Network devices to configure the Network traps service (Honeypots).
Click the orange Edit icon to the right of this section:

Network traps service (Honeypots)

Device P VLAN id

eth0 172.16.30.7/24

a. For untagged networks: choose a Device, enter a free IP address and subnet mask and
leave the VLAN id field blank. Click Update, then Apply changes:

Update network traps interface

Device sthi

Select the network interface to configure (the
interface used for "Sniffer service” will not be

available here)
IP address and 72.16.307/24
subnet mask (CIDR Please enter a valid |P address and subnet mask
notation) using a CIDR notation

VLAN id

From 1 to 4094
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b. Fortagged networks: choose a Device, enter a free |P address and subnet mask and enter
the relevant VLAN id. Click Update, then Apply changes:

Update network traps interface E

Device eth0 b

Select the network interface to configure (the
interface used for "Sniffer service” will not be

available here)

IP address and 172.16.30.7/24

subnet mask (CIDR Please enter a valid IP address and subnet mask
notation) using a CIDR notation

VLAN id 30

From 1 to 4094
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Enabling the Network

In order to start the scanning process, it is necessary to enable the network.

1. Click the orange Edit icon on the right of the Networks section. The following window appears:

A Important If you need to chan

ge IP range field, you should delete it and create a new

one with all ¢ System settings / Network devices / VLAN access

s an irreversible operation and will cause al

IP address and 172.16.100.0/24
subnet mask (CIDR

notation)

Network name 172.16.100.0/24
Default gateway 192.168.0.254
DNS servers 8888

DHCP servers 192.168.0.254
Network risk factor 1
Malware hunter Normal
profile

Status

Default gateway, DNS servers and DHCP servers configuration are optional. It is relevant only if the
network in question has its own DHCP server. Complete the information if relevant. If not, leave
blank.

2. Inorder to enable scanning, toggle the Enabled status switch to the green ‘on’ position, and click
Update.

If configured correctly, the Protected toggle turns green shortly after, indicating that Cybowall is
able to scan the network segment:

N Name Address range Risk factor Malware hunter Default gateway DNS servers DHCP servers Protected Enabled

172.16.100.0/24 72.16.100.0/24 Normal

*Note: If the organization’s network consists of one network only, no additional network scanning
configuration is required. Continue to the Port Mirroring section of this guide.
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Adding Additional Networks/VLANs

If more than one network needs to be scanned by Cybowall, these must be added.

The following steps differ for tagged and untagged networks (refer to the Before You Begin section of
this guide above).

Untagged Networks

Requires that Cybowall have as many interfaces as the organization has subnets.

Cybowall’s minimum requirements specify 2 network interfaces; one for scanning and one for port
mirroring. Additional subnets require that additional interfaces are added to Cybowall.

*Note: EthO cannot be used for additional networks/subnets

EthO is used for management and scanning. Eth1 is used for port mirroring.

Example:

e Anetwork has 2 subnets: 172.16.100.0/24 and 192.168.1.0/24
e In this scenario, EthO is used for the 172.16.100.0/24 network
e FEthlisreserved for port mirroring and cannot be used

e [tis necessary to add Eth2 to scan 192.168.1.0/24

In a virtual environment, the number of interfaces required must be added.

In the case of a physical server, verify that there are sufficient physical interfaces.

1. To add another network, navigate to System settings > Network devices.

2. Inthe VLAN access interface list click the orange + icon:

Device selection | | ‘
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3. Ensure that the correct interface is chosen (EthO cannot be used again).

4. Add afree IP address and subnet mask, choose the Untagged option, click Add and then Apply
Changes:

Add VLAN access interface

Device selection eth2
Select the network interface to configure
(the interface used for “Sniffer service” will
not be available here)

IP address type DHCP
DHCP is only allowed to be configured for
fully-configured VLANS, go to Policy /
Network scanner to configure the VLAN in
full first
IP address and 192.168.1.10/24
subnet mask Please enter a valid IP address and subnet mask
(CIDR notation) using a CIDR notation

Tagged / Untagged Tagged Untagged

this VLAN tagged (for IEEE 802.1Q

Is

access) or untagged (native VLAN)?

The new network is added to the list:

VLAN access interface list (IEEE 802.1Q)

N VLAN name VLAN address range VLAN id Type P Device
1. 172.16.100.0/24 172.16.100.0/24 STATIC 172.16.100.100/24 eth0
2. 192.168.1.0/24 192.168.1.0/24 STATIC 192.168.1.10/24 eth2

5. Navigate to Policy > Network scanner to enable the newly added network:

N Name Address range Risk factor Malware hunter Default gateway DNS servers DHCP servers Protected Enabled
172.16.100.0/24 17216.100.0/24 1 Normal @
192168 1 0/2 19216810124 1 Normal o

6. Click the Edit icon, and follow the steps outlined above in the Enabling the Network section of this
guide.
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Tagged Networks

If VLAN tagging is in use, only two interfaces are required.

1. Navigate to System Settings > Network devices and click the Edit icon on the right of the
Management service section.

2. Add the relevant VLAN id, click Update and then Apply Changes:

Update management interface

Device eth0
Select the network interface to configure (the
nterface used for “Sniffer service™ will not be

available here)

IP address and 172.16.100.100/24
subnet mask (CIDR Please enter a valid IP address and subnet mask
notation) using a CIDR notation
<l 1500

From 68 to 1500
Ul port (HTTPS) 7443

From 1024 to 65535

Speed AUTO

VLAN id 1

L1}

From 1 to 4094

*Note: Expect access to the unit to be lost at this stage.
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Regaining Access to Cybowall

To regain access to Cybowall, follow the steps below.

Physical Server (Dedicated Hardware)

1. To restore access, go the switch and change the role of the port that Cybowall is connected to via
ethO (Management interface) from an access port to a trunk port and allow all relevant VLANSs.

Access to the Cybowall Ul is restored.

2. If Cybowall is a virtual machine (VM), make changes to the virtual environment as well.

Virtual Environment

VMware
1. Navigate to the VM host Configuration > Networking section:

192.168.2.120 VMware ESXi, 6.0.0, 3247720

Getting Started ' Summary ' Virtual Machines ' Resource Allocation | Performance [JelyilliEialslin, Tasks & Events ' Alarms ' Permiss

Hardware View: |vSphers Standard Switch vSphere Distributed Switch
Processors Networking
Memary
Storage

v Metworking Standard Switch: vSwitch4 Remove... Properties...
Storage Adapters Virtuz| Machine Port Group l_ Physical Adapne.ls
Network Adapters E7 RnD Network 3 LAN 17 BB vmnic4 1000 Full G1
Advanced Settings B |13 virtual machine(s) | VLAN ID: 17

Power Management 17.9_osgl
17.240_M5_5.1_Archive
Software 17.93_unstoppable_C64_x86_64 (13

17.12_unstoppable
17.107_centos?_4_ms
17.212_M5
17.109_MS_on_CentOs
17.130_Centos_Router
17.15_win10
17.10_05G2
17.250_kali_linux

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Power Management

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location

Security Profile

Host Cache Configuration 17.202_pineapp_site

System Resource Reservation 17.211 M5 5.1

Agent VM Settings

Achimnead Cattinas e am P L — i
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2. Open the relevant vSwitch Properties:

Ports I Network Adapters I
Configuration | Summary ‘ e EE S R ad
3 vswitch 120 Parts ‘ @ Number of Ports: 120
g RnD Network 3 L. Virtual Machine ...
— Advanced Properties
MTU: 1500
—Default Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept O
Forged Transmits: Accept -
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: PortID
Metwork Failure Detection: Link status only
Motify Switches: Yes [
Failback: Yes
Add... I Edit... Remave Active Adapters: vmnicd ™
Close

3. Click Add:

Connection Type
Networking hardware can be partitioned to accommodate each service that requires comnectivity.

Connection Type
Connection Settings Connection Types

Summary & v )
Add a labeled network to handle virtual machine network traffic.

" vMkernel

The VMkernel TCP/IP stack handles traffic for the folowing ESXi services: vSphere vMotion, ISCSI, NFS,
and host management.

< Back | Next > I Cancel |

‘. CYBON ET \. +1.646.883.3455 info@cybonet.com @ www.cybonet.com



CYBONET Copyright CYBONET.com All Right Reserved

4. Give it a name under Network Label, select All (4095) under VLAN ID, and click Next:

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

e e Port Group Properties
Connection Scttings
Summary Metwork Label: |c3w|
VLAN ID (Optional): [ai Gaoss) ~|
Preview:
izl Maching Port Group Bhysical Adaprars
8w . BB vmnics

VLAN ID: Al (4095)

Virmuz| Machine Port Group
RnD Network 3 LAN 17 .

VLAN ID: 17

< Back | Next > I Cancel |

5. Click Finish:

Ready to Complete
Verify that all new and madified vSphere standard switches are configured appropriately.

Connection Type Host networking will include the following new and modified standard switches:
Connection Settings —
Summary

Virtual Machine Port Group Physical Adapters

cBW 9. BB vmnict

VLAN ID: All (4095)

Virtual Machine Port Group

RnD Network 3 LAN 17 9.

VLAN ID: 17

<ok |[ Fnen | cancel |
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6. Open the Cybowall Virtual Machine Properties and change the Network Connection to the newly
created one.

7. Click OK:

Hardware |Opﬁons| Resouroesl vServices| Virtual Machine Version: 11 /&
—Device Status

[~ Show All Devices Add... Remove | ¥ Conn

Hardware | Summary | [¥ Connect at power on

W Memory 16384 MB
Adapter T

B ceus N Cun . it :petE( E1000

E Video card Video card HEHIEEEEE

= VMCIdevice Deprecated _MAC Address

e SCSI controller 0 LSI Logic SAS

. 00:50:56:82:a0:13

% CD/DVD drive 1 [datastore1] 130 files/co.

& Hard disk1 Virtual Disk & Automatic 0 Manual

& Floppydrive1 Client Device

B MNetworkadapter 1 (edite.. CBW | preee

E@ Network adapter2 dns proxy HPLY3 port 7 Status: Mot supported @)

Metwork adapter3 ITLAN 30

B P —MNetwark Connection
Metwork label:
5

&

Cancel

After completion of these steps, the Cybowall Ul is accessible once more.
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Hyper-V

1. Open Hyper-V Manager:

& Hyper-V Manager — O X
File Action View Help
e a= B

E Hyper-V Manager Actions
El2 WINSRVHYPERV Virtual Machines

Name State CPU Usage

WINSRVHYPERY - n

Mew »

Running

Import Virtual Mac...
Hyper-V Settings...
Virtual Switch Man...

B B O

Virtual SAN Manag...

wa  Edit Disk...
The selected vitual machine has no
Inspect Disk...

Stop Service
¥ Remove Server
@) Refresh

o = View 4

Created: 4/25/2018 4:31:03 P1 ﬂ Help
Configuration Version: 8.0

|

Generation: 1 Connect...

Notes: None

B da

Settings...

Turn Off...
Shut Down...

Summary Memory  Networking  Replication

©e®

Save

2. Double click the Virtual Switch Manager and create a New virtual network switch:

Z1 Virtual Switch Manager for WINSRVHYPERY — X

# Virtual Switches % Create virtual switch

2. Ologic BCM5709C Gigabit Ethernet. . What type of virtual switch do you want to create?
Qlogic BCM5709C Gigabit Etherne...

ol Qlogic BCM5709C Gigabit Ethernet. ..
Qlogic BCM5709C Gigabit Etherne...

ot Qlogic BCMS5703C Gigabit Ethernat. ..
QLogic BCM5709C Gigabit Etherne...
% Global Hetwork Settings

[ MAC Address Range Create Virtual Switch

00-15-5D-64-FA-00 to 00-15-5D-6...

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access & physical network.
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3. Name the new virtual switch, check VLAN ID and add 4094 (to indicate all VLANs) and click OK:

22 Virtual Switch Manager for WINSRYHYPERY

% Virtual Switches

=% New virtual network switch

wta Cybowall

# Global Network Settings

%= Qlogic BCM5709C Gigabit Ethernet. ..
Qlogic BCM5709C Gigabit Etherne. ..
%= Qlogic BCM5709C Gigabit Ethernet. ..
Qlogic BCM5709C Gigabit Etherne. ..
wtw Qlogic BCM5709C Gigabit Ethernet. ..
Qlogic BCM5709C Gigabit Etherne. ..

QLogic BCM5709C Gigabit Ethe...

@ MAC Address Range

00-15-5D-64-FA-00 to 00-15-5D-6...

i Virtual Switch Properties

Name:

Cybowall

Notes:

Connection type
What do you want to connect this virtual switch to?
(®) External network:

|QLog\c BCMS709C Gigabit Ethernet {NDIS VBD Client) ~

Allow management operating system to share this network adapter
[] Enable single-root 1/0 virtualization (SR-I0V)

O Internal network

(O Private network

VLAN ID
Enable virtual LAN identification for management operating system
The VLAN identifier specifies the virtual LA that the management operating

system will use for all network communications through this network adapter, This
setting does not affect virtual machine networking.

o SR-IOV can only be configured when the virtual switch is created. An external
wirtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

Remove

TR =

4. Navigate to Cybowall VM Settings. Select the newly created virtual switch, check VLAN ID and add
4094 as the VLAN ID as click OK:

m Settings for Cybowall on WINSRVHYPERY

Cybowall ]| «» 0B
# Hardware G U Network Adapter
r Add Hardware
[ pios Spedfy the configuration of the network adapter or remove the network adapter.
Boot from IDE Virtual switch:
@ secuity |Cybowal\ &7
Key Storage Drive disabled
WLAN ID
W Memory
16384 MB Enable virtual LAN identification
Processor
a 4 Virtual processors The VLAN identifier spedifies the virtual LAR that this virtual machine will use for all
! P network communications through this network adapter.
=l [ 1DE Controller 0
= Hard Drive
Cybowall.vhdx
= [ 1DE Controller 1 Bandwidth Management
() DVD Drive [ Enable bandwidth management
chw.iso
e Spedify how this network adapter utilizes network bandwidth. Both Minimum
£ scst Controller Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U network Adapter
Cybowall Minimum bandwidth: 0 Mbps
@ Network Adapter L L
QLogic BCMS70SC Gigabit Ethe. .. Maximum bandwidth: 0| Mbps
@ Network Adapter o To leave the minimum or maximum unrestricted, specify 0 as the value.
Qlogic BCM5709C Gigabit Ethe. ..
H COM 1 To remove the network adapter from this virtual machine, dick Remove.
None
H COM 2 Remove
None
o Use a legacy network adapter instead of this network adapter to perform a
H Diskette Drive network-based installation of the guest operating system or when integration
Mone services are not installed in the guest operating system.
3
| Mame
Cybowall
Integration Services
Some services offered v

After completion of these steps, the Cybowall Ul is accessible once more.
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Adding Additional VLANs

Additional VLANs to be scanned by Cybowall can be added.

1. Navigate to System settings > Network devices and click the orange + icon to the right of the VLAN
access interface list.

2. In the Device selection field, select ethO.
3. Provide a free IP address and subnet mask, and select Tagged.

4. Add the relevant VLAN id and click Add:

Add VLAN access interface

Device selection eth0

Select the network interface to configure
(the interface used for "Sniffer service™ will
not be available here)

IP address type DHCP
DHCP is only allowed to be configured for

fully-configured VLANS, go to Policy /
MNetwaork scanner to configure the VLAN in

full first
IP address and 192.168.10.105/24
subnet mask Please enter a valid IP address and subnet mask
(CIDR notation) using a CIDR notation

Tagged / Untagged Untagged

Is this VLAN tagged (for IEEE 802.1Q
access) or untagged (native VLAN)?

VLAN id 10
What is the VLAN id for this? (check your
network equipment settings to be sure

please)

5. After the VLAN is created, it needs to be enabled. Refer to the Enabling the Network section of
this guide above.

6. Repeat the process in order to add all network VLANSs for scanning by Cybowall.
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Port Mirroring

Port mirroring, also known as port monitoring or Switched Port Analyzer (SPAN), is a method of
replicating network traffic. It enables the switch to send a copy of all network traffic going through a
port/ports, or an entire VLAN, to another port. This port, where the traffic is analyzed, is known as the
monitoring port.

Cybowall employs port mirroring in order to act as an Intrusion Detection System (IDS). An IDS
inspects all inbound and outbound network activity and identifies suspicious patterns that may
indicate a network or system attack.

The Cybowall solution deploys a Sensor within the network that uses TAP/port mirroring to take a
copy of all inbound and outbound traffic to provide full network visibility. Captured network traffic is
analyzed to identify any abnormal/ suspicious user or service activity.

Switch Configuration

Most network core switches have the ability to copy network traffic from one port on the switch to
another. Configuring a mirroring/monitoring port on the switch varies from vendor to vendor.

The below link provides instructions on how to configure a switch for port mirroring for commonly
used switch vendors (HP, Cisco, 3Com and others):

https://wiki.wireshark.org/SwitchReference

The Sniffer service automatically assigns the second interface (eth1) to be the target for port
mirroring:

Device

M
-
= g

Port mirroring is configured on the switch — copying the traffic from the port that connects the
network to the internet, to the target port (the port that eth1 is connected to).
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Virtual Environment

If Cybowall is installed as a VM, additional steps are required for the sniffer interface to receive the
mirrored traffic.

Enabling Promiscuous Mode

In a virtual environment, it is necessary to enable promiscuous mode on the virtual switch that the
Cybowall interface is connected to.

VMware

1. Navigate to VM host Configuration > Networking section.
2. Double click on the relevant vSwitch Properties.

3. Select the Port Group that the Cybowall second interface is connected and click Edit:

Ports INetworkAdapters |
Configuration | Summary | [ Port Group Properties
& vavitch 1016 Ports Network Label: dns proxy HPLYS port 7
@_ dns proxy HPLY3 ... Virtual Machine Port Group | | vLAwID: All (4085)
[~ Effective Policies

Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept

Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: -

Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: vmnicl
Standby Adapters: None
Unused Adapters: None

Add... Edit... Remove
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4. Navigate to the Security tab:

General Security | Traffic Shaping I NIC Teaming I

Policy Exceptions
Promiscuous Mode: I |Accept LI
MAC Address Changes: ™ |Accept ;I
Forged Transmits: I_ |Accept LI

5. Check Promiscuous Mode and set the drop down menu to Accept:

General Security | Traffic Shaping I NIC Teaming

Puolicy Exceptions
Promiscuous Maode: |7 Accept ;I
MAC Address Changes: ™ |Accept LI
Forged Transmits: [ |Accept LI
6. Click OK.

For reference, VMware documentation can be accessed via the link below:

https://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displayKC&
externalld=1002934
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Hyper-V

By default, the mirroring mode will only allow a VM to capture from the virtual switch that the VM is
attached to.

In order to enable the VM to also capture traffic hitting the mirrored port that the host is connected
to, the following steps are required:

1. Set the mirroring mode of the capturing VM to Destination.

2. Set the mirroring mode on the external port of the virtual switch the VM is attached to reflect the
Source.

3. Configure the destination VM Network Interface Card (NIC) to trunk mode and specify the VLANs
it is to receive traffic from.

These steps are broken down below.

Setting the Mirroring Mode of the VM to Destination

On the VM where the mirrored traffic is to be captured:

1. Navigate to the Cybowall Virtual Machines > Settings from the Hyper-V console:

4 Hyper-v Manager - [m] K
File Action View Help
«=| 2w Hm
B8 Hyper-V Manager Actions
EF WINSRVHYPERY Virtual Machines -
= 'WINSRVHYPERV
Name State CPUUsage  AssignedMemory  Uptime . \
[ Rosbowal Runic 02 G384 MB 31204236 “
ot I3 Import Virtual Machine...
Setti _-j Hyper-V Settings...
53 Virtual Switch Manager...
Turn Off...
o Virtual SAN Manager..
< Shut Down..
« EditDisk...
Save ¢ bl
s & Inspect Disk...
Pause -
Th Reset oints. m) Stop Service
K Remove Server
Checkpoint © Refresh
Move... View 4
s H Hep
Rename...
Cybowall -
Cybowall Enable i
48 Connect..
Created: Help Clustered: No 7 settings...
Configuration Version: £.0 Heartbeat: OK (No
Aopication Data) | (%) Tum Off...
Generation: 1 @ ShutDown...
Notes: None O save
Il Pause
Summary Memory Networdng Replcation I» Reset
P 5 | By Checkpoint .
Displays the virtual machine settings user interface.

2. Expand the respective network adapter and click on Advanced Features.
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3. Select the Mirroring mode under the Port mirroring section and set it to Destination:

% Settings for Cybowall on WINSRVHYPERV

| cybowall v «» 0
A Hardware A~ pretending to be DHCP servers. A
l. Add Hardware [ Enable DHCP guard
[ BI0s
Boot from CD
. Seaurity Router guard

Key Storage Drive disabled
Wl Memory
16384 MB
[ Processor
4 Virtual processors
= [ 1DE Controller 0
s Hard Drive

&l scs1 Controller
U Network Adapter

Advanced Features

QLogic BCM5709C Gigabit Ethe...

E] Integration Services
Some services offered

= 0 Network Adapter Mirroring mode
QLogic BCM5709C Gigabit Ethe...
Hardware Acceleration NIC Teaming

Rnut:r g.la'cl d'nps rnut:r advertisement and redirection messages from
virtual Ppr ding to be routers.

[[] Enable router advertisement guard

Protected network
Move this virtual machine to another duster node if a network disconnection is
detected.

Cybowall.vhdx E Prot i netwok
= [ 1DE Controller 1
' DVD Drive
cbw.iso Port mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
virtual machine configured for monitoring.

You can establish NIC Teaming in the guest operating system to aggregate

ﬁ COM 1 bandwidth and provide redundancy. This is useful if teaming is not configured in
None the management operating system,

§ com2 [ Enable this network adapter to be part of a team in the guest operating
None system

n Diskette Drive When this option is deared, a team created in the guest operating system will
None lose connectivity if one of the physical network adapters stops working.

A M t

Name A Somesetmgsmmtbemociﬁedbecausethevrma!madmewasnﬁe

Cybowal following state when this window was opened: running.

To modify a setting that is unavailable, smtdownﬁ'levrh.ldmadmeand&m
reopen this window.

o 10 comel || moov |

When port mirroring is configured, it needs to configured as a pair. A Source and a Destination are
configured so that the Source knows where to forward the information to.

The above steps set one of the interfaces (virtual ports) of the virtual switch to Destination.

Q) +1646883.3455
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Setting the Mirroring Mode of the External Port to Source

It is necessary to let the virtual switch know that any traffic that hits the external port has to be
forwarded to the port previously configured as Destination.

All traffic hitting the Hyper-V host also hits the external port of the virtual switch.

For the NIC on the VM to receive these packets, it is necessary to mirror this switch port (on the
virtual switch) so that packets will be forwarded to the Destination previously configured.

1. The PowerShell command below sets the external port to Source mirroring mode:

Sa = Get-VMSystemSwitchExtensionPortFeature -Featureld 776e0ba7-94a1-41c8-8f28-
951f524251b5

Sa.SettingData.MonitorMode = 2

add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName <name of the switch> -
VMSwitchExtensionFeature Sa

Replace <name of the switch> with the name of the virtual switch.

MonitorMode = 2 sets the Mirror mode to Source.

For reference, consult the documentation provided via the link below:

https://blogs.technet.microsoft.com/networking/2015/10/16/setting-up-port-mirroring-tocapture-
mirrored-traffic-on-a-hyper-v-virtual-machine/
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Verifying Port Mirroring Configuration

1. Login to the Cybowall console as admin.

2. Run the tecpdump on eth1 as shown in the screenshot:

& 2.60_cybowall_demo on 192.168.2.120 [ = | = [

File View VM
N @@ @R @

entD3 Linux 7 (Core)
[Kernel 3.18.8-514.el7.xB6_64 on an x86_64

ybowall login: admin
assword !

[Last login: Wed May 9 13:38:28 on tiyl
ybollall Restricted Shell

fivailable commands:setup, ping, tcpdump, traceroute, ip, ifconfig, reboot, shutdoun

[adminBCybowall ~15 tcpdump -i ethl -nn

In the case of a successful configuration, the traffic is visible:

& 2.60_cybowall_demo on 192.168.2.120 [ [= [

File View VM

IR - R e

15 packets received by filter

packets dropped by kernel
[admin@Cybowall ~15
[admin@Cybowall ~15 tcpdump -i ethl -nm

cpdump: WARNING: ethl: no IPv4 address assigned

cpdump: verbose output suppressed, use v or -w for full protocol decode
listening on ethl, link-type EN18MB (Ethernet), capture size 65535 bytes
13:41:58.575876 IP 192.168.308.23.55948 > 192.168.2.178.3389: Flags [P.], seq 1658841694:1658841779,
ck 2717886119, win 2852, length 85
13:41:58.575191 IP 192.168.2.178.3389 > 192.168.38.23.55948: Flags [.1, ack 85, win 62725, length @
13:41:58.581784 IF 192.168.7.118.54937 > 84.39.153.31.88: Flags [P.1, seq 3898738213:3898738912, ack
1115485348, win 338, length 699
13:41:58.583987 IF 192.168.17.36.39798 > 192.168.22.29.5985: Flags [.1, seq 398B69984:398871364, ack
3591868114, win 582, length 1468
13:41:58.583995 IF 192.168.17.36.39798 > 192.168.22.29.5985: Flags [P.]1, seq 1468:Z188, ack 1, win 5
B2, length 648

192.168.22.29.5985 > 192.168.17.36.39798: Flags [.1, ack 2188, win 2853, length B
83.246.48.98.7443 > 192.168.22.23.64838: Flags [P.], seq 1499349661:1499358247, a

k 3497159817, win 338, length 586

13:41:58.585832 IF 83.246.48.98.7443 > 192.168.22.23.64838: Flags [P.]1, seq B:586, ack 1, win 338, 1
ength 586

192.168.22.29.5985 > 192.168.17.36.39798: Flags [P.], seq 1:1884, ack 2188, win 2
length 1883
13:41:58.588831 .63.144.8.443 > 192.168.22.29.53818: Flags [.1, ack 2471464542, win 16, length
2]

.588835 63.144.8.443 > 192.168.22.29.53818: Flags [.1, ack 1, win 16, length B
.589379 168.21.14.3455 > 192.168.7.53.7443: Flags [.1, ack 924784998, win 2849, lengt

591412 .63.144.8.443 > 192.168.22.29.53818: Flags [. seq B:1412, ack 1, win 16, len
.591416 .63.144.8.443 > 192.168.22.29.53818: Flags [. seq B:1412, ack 1, win 16, len

591778 .63.144.8.443 > 192.168.22.29.53818: Flags [. seq 1412:2824, ack 1, win 16,
length 1412
13:41:58.591976 .63.144.8.443 192.168.22.29.53818: Flags [.1, seq 1412:2824, ack 1, win 16,
length 1412
13:41:58.591981 .63.144.8.443 192.168.22.29.53818: Flags [P.1, seq 2824:3949, ack 1, win 16,
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WMI Access

It is also necessary to configure Windows Management Instrumentation (WMI) to allow Cybowall to
access windows hosts. In order to allow WMI access, a Group Policy Object (GPO) needs to be
created.

Cybowall GPO Configuration

This section details how to configure the GPO in order to enable remote access to WMI.

1. Navigate to Control Panel\System and Security\Administrative Tools:

( |J p . "” Shortcut Tools |~ Application Tools -

Home Share Wiew Manage Manage

T " EmliContral Panel\System and Security\Administrative Toals

e x MNarme B
i Favorites —
B Desktop Event Viewer
% Downloads (@ Group Policy Management
= Recent places ok, iSCS Initiatar
2. Open Group Policy Management:
& File Action View Window Help [=]=]x

e [ & B

'Z Group Palicy Management rndvmnet.com
4 _ﬁ Forest: rndvmnet.com

4 (5 Domains

* ﬁ r?dvmnet.com ! This page shows the status of Active Directory and SYSVOL [FRS) replication for this domain as it relates to
.-/ Default Domain Group Policy.

=/ New Group Poli

Status [ Linked Group Policy Objects I Group Policy Inheritance ] Delegation |

b 2] Dornain Contro

p 2 Microsoft Excha Status Details

b i] routing (¥)  ADDC.mdvmnet.com is the baseline domain controller for this domain. Change
p ool Test

b [ = Group Policy Ot

b ,_; WM Filters No Infrastructure Status information exists for this domain.

b [ Starter GPOs Click the Detect Now button below to gather infrastructure status from all of the domain controllers in this
b [ Sites domain.
6% Group Policy Modeling
[ Group Policy Results
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3. Create a GPO template by clicking Create a GPO in this domain, and Link it here...:

2 File  Action View Window Help ‘
I EEIERELE

'z Group Policy Management rndvmnet.com
4 iﬁ F?rest: rnc.ivmnet.cnm Status | Linked Group Policy Objects l Group Policy Inheritance I Delegation |
4 (55 Domains
“ '1:], ' Create a GPO in this domain, and Link it here... p and SYSVOL (FRS) replication for this domain as it relates to

z;?JI Link an Existing GPO...

b =] Block Inheritance

b 'j:; Group Policy Modeling Wizard...

[; % New Organizational Unit line domain controller for this domain. Change
B Search...

b = sare this domain.

b Change Domain Controller..,

4 infrastructure status from all of the domain controllers in this

e | Remove
b (g Sites
49 Group Active Directory Users and Computers...
(4 Groug  view ,
New Window from Here

' Refresh

Properties
Hel

] | - ‘”l
[ < m [>

Remove this domain from the console

4. Choose arelevant Name (for example, Remote WMl access) and click OK:

& Group Policy Management =HECH
2 File  Action View ‘Window Help [=]&]*]
IR REIEREN
2 Group Policy Management rndyvmnet.com
4 —é EO resk: rm.jvmnet.com Status | Linked Group Policy Objects l Group Policy Inheritance | Delegation |
4 Z5 Domains
4 ﬁ T idipnnielcom X This page shows the status of Active Directory and SYSYOL (FRS) replication for this domain as it relates to
.-/ Default Damain Gioub Policy:
i/ New Group Pq -
2] Domain Conti
2] Microsoft Exc
=] routing [Remote Wl access brain. Change

5] Test
[ Group Policy §  Source Starter GPO:
b [ MM Filters

b [F Starter GPOs

b Cf@ Sites
fﬁ Group Policy Modelir
[%, Group Policy Results

v

t [hone)

the domain controllers in this

|

[ [>]
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5. Right click the newly created GPO and select Edit.

6. Navigate to Computer configuration > Policies > Administrative Templates > Windows Components
> Windows Remote Management (WinRM) > WinRM Service.

7. Double click on Allow Basic authentication, choose Enable and click OK.
8. Double click on Allow unencrypted traffic, choose Enable and click OK.

9. Double click on Allow remote server management through WinRM, (could be named Allow
automatic configuration of listeners).

10. Set policy to Enabled.

11. Set both IPv4 filter and IPv6 filter to *.

12. Click OK:

[E] Allow remote server management through WinRM Previous Setting ‘ | MNext Setting
O Not Configured ~ Comment: Al
®) Enabled
O Disabled v
Supported on: [ At jeast Windows Vista [A]
v
Options: Help:
1P filter: |* ‘A | | This policy setting allowsyou to manage whethgr the Windows [ A |
Remote Management (WinRM) service automatically listens on
1PvE filter: H the network for requests on the HTTP transport over the default
HTTP port.
Syntax:
If you enable this policy setting, the WinRM service automatically
Type " to allow messages from any IP address, or listens on the netwark for requests on the HTTP transport over | =
leave the =| [the default HTTP port.
field empty to listen on no IP address. You can To allow WinRM service to receive requests over the network,
specify one configure the Windows Firewall policy setting with exceptions for
Port 5985 (default port for HTTP). =
or more ranges of [P addresses,
If you disable or do not configure this policy setting, the WinRh
r | | service will not respond to requests from a remote computer,
Example IPw4 filters: regardless of whether or not any WinRM listeners are configured.
200.1°2:0020,230.0.1:240022 The service listens on the addresses specified by the IPvd and
W ‘ IPvE filters. The IPvwd filter specifies one or maore ranges of [Pvwd
v | | addresses, and the IPv6 filter specifies one or more ranges of
<| m > IPvBaddresses, If specified, the service enumerates the available ||
| 0K | I Cancel | [ Apply |
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The view appears as follows:

File Action View Help

e 2@ = Bm T
b | Windows Defender |~ || Setting State Comment
b ] Windows Error Reporting |i2] Allow rernote server management through WinRM Enabled No
:_1 Windows Installer 1] Allow Basic authentication Enabled No
2] Windows Logon Options |52 Allow CredSSP authentication Not configured Ne
1 Windows Mail [55] Allow unencrypted traffic Enabled No
1 Windows Media C.ev?ter . |i5] Specify channel binding token hardening level Not configured No
] Windows Med!a Dighial Rights | 5] Disallow WinRM from storing Runés credentials Not configured No
g x::m x::;::glz“ L_j Disallow Kerberos authentication Not configured No
1 Windows Mobility Center U Disallow Negotla?e Au.uthentlcal'lon Not conf!gured No
=] Windows PowerShell ‘s_j Turn On Compattbflfty HTTP Llftener Not conf!gured No
] Windows Reliability Analysis (2] Turn On Compatibility HTTPS Listener Not configured No
4 | Windows Remote Managemen’
1 WinRM Client
] Windows Update
1 Work Folders i
| Workplace Join
% Al Settings i
b [ Preferences i
&, User Configuration
p [ Policies
p [ Preferences vil <] " B
<|p - | > Extended )\Standard/
10 setting(s)
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Setting Firewall Rules

For Networks without Windows XP or 2003 computers

If there are no Windows XP or 2003 computers on the network, the newer Firewall with Advanced
Features policy can be used to configure the rule.

Additionally, this should be configured from a Windows 7 / 2008 R2 machine because of a difference
in the pre-defined rule.

Carry out the following steps:

1. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Windows
Firewall with Advanced Security > Windows Firewall... > Inbound Rules.

2. Right click and choose New Rule....

3. Under Predefined choose the Windows Remote Management rule.
4. Click Next to see that the pre-defined rule has been added (2 lines).
5. Click Next.

6. Choose to Allow the connection, and then Finish:

= Group Policy Management Editor
File Action View Help

e« 2E = Bm

(=] Remote WM access [ADDC.RNDVMNET.COM] Policy
4 % Computer Configuration
4 [ Policies
b ] Software Settings
4 [ Windows Settings
b | Name Resolution Policy
() Seripts (Startup/Shutdown)
4 3 Security Settings
b Account Policies
b 3 Local Policies °
b Eventlog
b (4 Restricted Groups
b (4 System Services
b (A Registry
b T File System

Enabled

Name Profile Override Program Local Addres

Group

Rule Type

Select the type of firewall rule to create.

Steps:
® RueTipe ‘What type of rule would you ke to create?
Predefined Rules
© Program
Rule that controls connections for a program.

@ Action

O Port
Rule that controls connections for a TCP or UDP port.

b Zof Wired Network (IEEE 802.3) Policies
4[] Windows Firewall with Advanced S
4 ﬂ Windows Firewall with Advance
3 Inbound Rules
&3 Outbound Rules
E"!‘ Connection Security Rules
[ Network List Manager Policies
[3 ’-@ Wireless Network (IEEE 802.11) Poli
p [ Public Key Policies
p [ Software Restriction Policies
b | Network Access Protection
p (] Application Control Policies
b @, IP Security Policies on Active Direc]
b ] Advanced Audit Policy Configurati
b olll Policy-based QoS
b | Administrative Templates: Policy definitio
b | Preferences
4 g% User Configuration
b ] Policies
b | Preferences

@® Predefined:

|Wind0ws Remote

Rule that controls connections for a Windows experience.

© Custom
Custom rule.

< Back
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Networks including Windows XP or 2003 computers

If there are Windows XP or 2003 computers on the network, the steps in the above section will not be
effective on these computers.

It is necessary to carry out the following steps:

1. Navigate to (or continue under) GPO Management Editor, navigate to Computer configuration >
Policies > Administrative Templates > Network > Network Connections > Windows Firewall >

Domain Profile.
2. Right click on Windows Firewall Define inbound port exceptions > Edit.

3. Set policy to Enable:

File Action View Help

> sEzE= T

4 [ Administrative Templates: Policy defin ~ ||| Satting State Comment
b [2] Control Panel =] Windows Firewall: Allow local program exceptions Not configured No
4 [ Network [iz) Windows Firewsall: Define inbound program exceptions Not configured No

[ Background Intelligent Transfe

] BranchCache

(] Directfccess Client Experience

) DNS Client

] Hotspot Authentication

71 Lanrnan Server

[ Link-Layer Topology Discovery
b ] Microsoft Peer-to-Peer Networ|
4[] Network Connections

4 7] Windows Firewall

| Windows Firewall: Protect all network connections Not configured No
indows Firewall: Do not allowr exceptions Not configured No
Windows Firewall: Allow inbound file and printer sharing ex...  Not configured No
indows Firewall: Allow ICMP exceptions Not configured No
indows Firewall: Allow logging Not configured
‘Windows Firewall: Prohibit notifications Not configured

8 | port exceptions Not configured - =
Windows Firewall: Define inbound port exceptions Not configured Edit

indows Firewall: Allow inbound remote administration exc... Not qured Filter On
] Domain Profile indows Firewall: Allow inbound Remote Desktop exceptions Not configured Filter Options..,
7 Standard Profile indows Firewall: Prohibit unicast response to multicastor...  Not configured Re-Apply Filter
(=] Network Connectivity Status In'—|| 2] Windows Firewall: Allow inbound UPnP framework exceptio... Not configured 7 Ta‘s.lgs‘
(] Network Isolation
7] Network Provider
7] Offline Files
b (] QoS Packet Scheduler
(] SNMP
] SSL Configuration Settings
p (] TCPIP Settings

? ] Windows Connect Now [~lL< : m
(<] m 1 [> Extended A Standard /

Edit Administrative Templates policy setting I

Help

5]
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4. Click on Show... and add the following string: 5985:TCP:*:enabled:WSMan.
5. Instead of the * insert the Cybowall server IP address.

6. Click OK and OK again:

= Windows Firewall: Define inbound port exceptions oot ] [0S
@ Windows Firewall: Define inbound port exceptions P oh g | I Next Setting |
g ex.
O Mot Configured ~ Comment: (A
@® Enabled
O Disabled i
Supported on: [[ag jeast Windows XP Professional with SP2 B
bn exc.
v
— eptions
Options: Help: stor..
eptio..,

Specify the port to open or block. Define port exceptions:

Syntax:
<Port>:<Transport>:<Scope »: <Status i
<Port> is a decimal port number .

<Transport> is either "TCP" or "UDP"
<Scope > is either ™" (for all networks)
a comma-separated list that containg

any number or combination of these

IP addresses, such as 10.0.0.1

Subnet descriptions, such as 10.2.3.1

<] "

OK || Cancel || Apply |
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Enabling Echo Reply

These steps are required to enable Echo Reply to gain visibility.

1.

Under GPO Management Editor, navigate to Computer configuration > Policies > Administrative
Templates > Network > Network Connections > Windows Firewall > Domain Profile.

Click on Windows Firewall: Allow ICMP exceptions.
Click on Enabled.
Check Allow inbound echo request.

Click OK:

o

m Windows Firewall: Allow ICMP exceptions

Previous Setting l | MNext Setting
O Not Configured ~ COmment: [A]
(® Enabled
O Disabled A
Supported oni | At |east Windows XP Professional with SP2 [A]
Options: Help:
[] Allow outbound destination unreachable Defines the set of Internet Control Message Protocol (ICMP) _:\_
message types that Windows Firewall allows. Utilities can use
[] Allow outbound source quench ICMP messages to determine the status of other computers, For
example, Ping uses the echo request message. If you do not
[] Allow redirect enable the "Allow inbound echo request” message type,
] Windows Firewall blocks echo request messages sent by Ping
[v] Allow inbound echa request running on other computers, but it does not block outbound =

[ Allow inbound rout i echo request messages sent by Ping running on this computer,
ow inbound router reques

If you enable this policy setting, you must specify which ICMP

message types Windows Firewall allows this computer to send or

[] Allow outbound parameter problem ik =

[] Allow outbound time exceeded

If you disable this policy setting, Windows Firewall blocks all the

[] Allow inbound timestamp request : 2 5 >
listed incoming and outgoing ICMP message types, As a result,

[ &lloww inbound mask request utilities that use the blocked ICMP messages will not be able to
send those messages to or from this computer. If you enable this
[] Allow outbound packet too big policy setting and allow certain message types, then later disable
this policy setting, Windowvs Firewall deletes the list of message
types that you had enabled.
=
| oK | | Cancel | ‘ Apply ‘
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Service Configuration

1.

Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > System
Services > Windows Remote Management (WS-Management):

File Action View Help

@ 7

=/ wmi_GPo [ADDC.RNDVMNET.COM)] Palicy
4 (& Computer Configuration
4 || Policies
b (| Software Settings
4 [ Windows Settings
p [ Name Resolution Palicy
(&) Scripts (Startup/Shutdown)
4 T Security Settings

b 3 Account Policies

b j Local Policies

b 5 Eventlog
|4 Restricted Groups
[ 4 System Services
("4 Registry
[ 4 File System
o/ Wired Network (IEEE 802.3) P
1 Windows Firewvall with Adva
[ Network List Manager Policiy
B Wireless Metwork (IEEE 802.1
[ Public Key Policies
| Software Restriction Policies
b | Network Access Protection
b || Application Control Policies L

i IP Security Policies on Active ¥
[< n [>]

I>]

v

vV v«

v vV

Service Name
ﬁ}Winduws Audio Endpoint Builder

R}Windows Color System

@'Windows Connection Manager

K}Windows Driver Foundation - User-maode Driver Framework
@Windows Encryption Provider Host Service
E}Windows Error Reporting Service

E}Windows Event Collector

. Windows Event Log

ﬁ'Winduws Firewvall

{{.#Windows Font Cache Service

ﬁ'Windows Installer

o Windows Management Instrumentation

ﬁS'Windows Modules Installer

K}Windows Presentation Foundation Font Cache 3.0.0.0

ot gem gement)
ﬁ}Windows Store Service (WSService)

ﬁ'Windows Time

?}Windows Update

@WinH‘l’l’P Web Proxy Auto-Discovery Service

i wired AutoConfig

{FWMI Performance Adapter

ﬁ'Workstation

Startup

Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined

[>]

Permission

Mot Defined
Mot Defined
Not Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Not Defined
Not Defined

Not Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Not Defined

2. Check Define this policy setting.

3.

4. Click OK:

Under Select service startup mode select Automatic.

Security Policy Setting

Jiii

[ Define this policy setting
Select service startup mode:
(® Automatic
() Manual
() Disabled

Windows Remote Management [wWS-Management)

0K

Cancel || Apply
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5. Navigate to Computer Configuration > Preferences > Control Panel Settings > Services.

6. Right click and choose New > Service:

File Action View Help
e 2E o0 mcz HE RO +

=/ wmi_GPo [ADDC.RNDVMNET.COM)] Policy Action Startup Account Interactive Recovery
4 & Computer Configuration
b Paolicies
4 | Preferences
b [ Windows Settings
4 Control Panel Settings
@ Data Sources
), Devices
' Folder Options
#€G Local Users and Groups New » ” Rerice
Network OPtlons Al Tasks =
W& Power Options
&6 Printers Paste
(@] Scheduled Tasks Refresh
4y Services
4 4% User Configuration
p | Policies Arrange lcons
b | Preferences Line up lcons

There are no items to show in this view,

View

Help

Preferences ) Extended ) Standard /

Add a service itern for managing system services

7. On the General tab select the following parameters:

Startup: No change
Service name: WinRM
Service action (optional): Start service

General RecoveryICommon
% Startup: INochange vl

Service name: WinRM I IE

Service action: Start service v |

Wait timeout if service is locked: ms seconds

Log on as:
®) Mo change
O Local System account

["] allow service to interact with desktop

O This account: l

Password: [ l

Confirm pass

ok || cancel || mpply || Heb
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8. On the Recovery tab select the following parameters:

First failure: Restart the Service
Second failure: Restart the Service
Subsequent failures: Restart the Service

9. Click OK:

General | Recovery | Common

Select the computer's response if this service Fails,

First Failure: | Restart the Service . |
Second Failure: | Restart the Service v |
Subsequent Failures: |Restart the Service v |

Restart Fail count after: days
Restart service after: minutes

Run Program

Program:

\ L]
Command line parameters: [:

[ append Fail count to end of command line {{Fail=%1%)

‘ Restart Computer Options..,

oK || Cancel || Apply || Help |
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Enabling Auditing

1. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Advanced
Audit Policy Configuration > Audit Policies:

a e
File Action View Help
wmi_GPo [ADDC.RNDVMNET.COM] Policy ~
4 7] Policies
b [ Software Settings Getting Started
4[] Windows Settings Advanced Audt Policy Configuration settings can be used to provide detailed control over audt policies,
» ] Name Resolution Policy identiy attempted or sucoa:i'liz(a?(s on your network and resources, and verfy complance wif s
&) Scripts (Startup/Shutdown) S :
4 Security Settings
> 53 Account Policies When Advanced Audt Pocy Corfiguration settings are used, the "Aud: Foroe audt policy
o subcategory settings (Windows Vista or later) to override audit policy category settings” policy setting
b & Local Policies under Local PoliciesSecurty Options must also be enabled.
b 3 Eventlog
b [ Restricted Groups
b :§ System Services B Moresbout
b (4 Registry B3 Which edtions of
b [ File System O
b £ Wired Network (EEE 802.3) Policies Chioggien Cortrion
b (] Windows Firewall with Advanced Security = | pccount Logon et corfiursd
] Network List Manager Policies Ko Msgesnen Not corfigured
b Zaff Wireless Network (IEEE 802.11) Policies Detailed Tracking Not corfigured
b (] Public Key Policies DS Access Not corfigured
b (] Software Restriction Policies Logon/Logoff Not configured
b ] Network Access Protection Object Access Not configured
b (] Application Control Policies Policy Change Not configured
b &, IP Security Policies on Active Directory (RNDVMNET.COM) Priviege Use Not configured
4[] Advanced Audit Policy Configuration System Not corfigured
4 14 Audit Policies Global Object Access Auditing Not configured
b 4 Account Logon
Account Management
Detailed Tracking
DS Access
Logon/Logoff
Object Access
Policy Change
Privilege Use
b (3 System
b 3 Global Object Access Auditing
b gl Policy-based QoS v
<] " >

2. Expand Logon/Logoff:

File Action View Help
|z | @ =

L5/ wmi_GPo [ADDC.RNDVMNET.COM] Policy A || subcategory Audit Events
4 & Computer Configuration ] Audit Account Lockout Not Configured
4 (7] Policies | Audit User / Device Claims Not Configured
3 g Software Settings )| Audit IPsec Extended Mode Not Configured
a@ Y\r_mdaws Settings | Audit IPsec Main Mode Not Configured
b [Z] Name Resolution Policy | Audit IPsec Quick Mode Not Configured
£ Scripts (Startup/Shutdown) ! Audit Logoff Not Configured

<@ i““"ty Sellings Audit Logon Not Configured
:ii f::;";;;i::'“ }| Audit Network Policy Server Not Configured
3 EventLog {| Audit Other Logon/Logoff Events Not Configured
3 Restrcted Groups ) Audit Special Logon Not Configured
(A System Services
[ Registry
(A File System
4/ Wired Network (IEEE 802.3) Policies
() Windows Firewall with Advanced Security
(] Network List Manager Policies
Zaf Wireless Network (IEEE 802.11) Policies
[ Public Key Policies
[] Software Restriction Policies
[] Network Access Protection
[ Application Control Policies
&, IP Security Policies on Active Directory (RNDVMNET.COM)
(] Advanced Audit Policy Configuration
4 1% Audit Policies
b A Account Logon
b 33 Account Management
Detailed Tracking
DS Access
Logon/Logoff
Object Access

vvvvvvvvw
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3. Double click Audit Logoff, check Configure the following audit events and check Success.

4. Click OK:

Copyright CYBONET.com All Right Reserved

(im,

Group Policy Management Editor

File Action View Help

a2

4[] Windows Settings
b -1 Name Resolution Policy
24 Scripts (Startup/Shutdown)
4 G Security Settings
b 3 Account Policies
b 3 Local Policies
b i Eventlog
b (A Restricted Groups
b [ System Services
b (4 Registry
(A File System
£ Wired Network (IEEE 802.3) Policies
(] Windows Firewall with Advanced Security
[ Network List Manager Policies
it Wireless Network (IEEE 802.11) Policies
(] Public Key Policies
[ Software Restriction Policies
] Network Access Protection
[ Application Control Policies

vvw

vevvw

4[] Advanced Audit Policy Configuration
4 1% Audit Policies
b A Account Logon

[ Account Management
3 Detailed Tracking
DS Access
Logon/Logoff
3 Object Access
3 Policy Change
i Privilege Use

b 5 System

b 3 Global Object Access Auditing
b gl Policy-based QoS

v v

v v

b (] Preferences
4 4% User Configuration
b 71 Policies

3 s IP Security Policies on Active Directory (RNDVMNET.COM)

b (=] Administrative Templates: Policy definitions (ADMX files) retrieved fros

Subcategory

| Audit Account Lockout
udit User / Device Claims
udit IPsec Extended Mode

Audit Events

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

[V Cortfigure the following audt events:
[ Success
[ Faire

OK

5. Double click Audit Logon, check Configure the following audit events, check Success and Failure.

6. Click OK:

Group Policy Management Editor

File Action View Help

e 2@ 2 HE

4[] Windows Settings

b [ Name Resolution Policy

24 Scripts (Startup/Shutdown)

4 T Security Settings
35 Account Policies
i Local Policies
4 Eventlog
[ Restricted Groups
[ System Services
A Registry
(A File System
Fi/ Wired Network (IEEE 802.3) Policies
(1 Windows Firewall with Advanced Security
(7] Network List Manager Policies
b Zaf Wireless Network (IEEE 802.11) Policies
b (] Public Key Policies
b (] Software Restriction Policies
3
3

-

vvvvvvvevw

(] Network Access Protection
(] Application Control Policies
b &, IP Security Policies on Active Directory (RNDVMNET.COM)
4[] Advanced Audit Policy Configuration
4 1% Audit Policies
b 34 Account Logon
b 33 Account Management
b 3 Detailed Tracking
b 5 DSAccess
Logon/Logoff
b 39 Object Access
b 3 Policy Change
b 3 Privilege Use
b 3 System
b 3 Global Object Access Auditing
b gl Policy-based QoS

b (| Preferences
4 4 User Configuration
b 1 Policies

b [ Administrative Templates: Policy definitions (ADMX files) retrieved fror

~ || Subcategory

Audit Account Lockout

Audit User / Device Claims

Audit IPsec Extended Mode
Audit IPsec Main Mode

8] Audit IPsec Quick Mode

) Audit Logoff

Policy | Explain

Audit Events
Not Configured
Not Configured
Not Configured
Nt Configured
Not Configured
Success

g Audt Logon

[V Corfigure the following audt everts:
[V Success
[ Faire

<] n

OK
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7. Expand Object Access:

File Action View Help
|2
4[] Windows Settings ~ || Subcategory Audit Events
b (] Name Resolution Policy | Audit Application Generated Not Configured
(] Scripts (Startup/Shutdown) %] Audit Certification Services Not Configured
4 [y Security Settings [ Audit Detailed File Share Not Configured
b [ Account Policies || 8 Audit File Share Not Configured
> il Local Policies 55 Audit File System Not Configured
b »,j Bl %) Audit Filtering Platform Connection Not Configured
bl Restricted Groups {5 Audit Filtering Platform Packet Drop Not Configured
'; g :’;;;""yse"’"” Audit Handle Manipulation Not Configured
> @ File Systerm  Auit Kernel Object Not Configured
» £4/ Wired Network (EEE 802.3) Policies £ Audit Other Object Access Events Not Configured
b (] Windows Firewall with Advanced Security 184 Audit Registry Not Configured
=] Network List Manager Policies (5 Audit Removable Storage Not Configured
b Gl Wireless Network (IEEE 802.11) Policies 5] Audit SAM Not Configured
b ] Public Key Policies %) Audit Central Access Policy Staging Not Configured
b [ Software Restriction Policies
b [] Network Access Protection
b ] Application Control Policies
b &, IP Security Policies on Active Directory (RNDVMNET.COM) =
4 [ Advanced Audit Policy Configuration
4 14 Audit Policies
b 5 Account Logon
b 3 Account Management
b (3 Detailed Tracking
b 35 DS Access
3 Logon/Logoff
b 5 Object Access
b 3 Policy Change
b 3 Privilege Use
b & System
b Global Object Access Auditing
b gl Policy-based QoS
b [ Administrative Templates: Policy definitions (ADMX files) retrieved from the local ¢
b (] Preferences [
4 4 User Configuration |
b 1 Policies vl
<] n > |[<T i

8. Double click Audit File System, check Configure the following audit events and check Success.

9. Click OK:

[ Software Restriction Policies
(] Network Access Protection
[ Application Control Policies
S IP Security Policies on Active Directory (RNDVMNET.COM)
[ Advanced Audit Policy Configuration
4 1% Audit Policies
b 3 Account Logon
b & Account Management
b 3 Detailed Tracking
b 7 DS Access
Logon/Logoff
b [ Object Access
b A Policy Change
b A Privilege Use
b A System
b [ Global Object Access Auditing

LAY vvvYY

b ol Policy-based QoS
b (] Administrative Templates: Policy definitions (ADMX files) retrieved fros
b [ Preferences
4§ User Configuration
b 7 Policies

[V Configure the following audt everts:
[V Success
[ Failure

Group Policy Management Editor
Action View Help
4 ) Windows Settings [ subcategory Audit Events

b 1 Name Resolution Policy 5 Audit Application Generated Not Configured
[ Scripts (Startup/Shutdown) ‘ %] Audit Certification Services Not Configured
Y Security Settings %] Audit Detailed File Share Not Configured
b 5 Account Policies 5 Audit File Share Not Configured
b i Local Policies 56 Audit File System Not Configured
b il Eventlog 5 Audit Filtering Platform Connection Not Configured
b (4 Restricted Groups o

b (4 System Services
» (4 Registry B :::

b (4 File System

b 4 Wired Network (IEEE 802.3) Policies ured
b [ Windows Firewall with Advanced Security _A Audit File System ured
[ Network List Manager Policies ured
Eaf Wireless Network (IEEE 802.11) Policies ured
(] Public Key Policies jured

0K | [ Cancel

ooty |
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10. Double click Audit Filtering Platform Connection, check Configure the following audit events and
check Success.

11. Click OK:

=f Group Policy Management Editor =g x
File Action View Help
EY
4[] Windows Settings || Subcategory Audit Events
b [ Name Resolution Policy ) Audit Application Generated Not Configured
(] Scripts (Startup/Shutdown) udit Certification Services Not Configured
4 [ Security Settings )| Audit Detailed File Share Not Configured
b 58 Account Policies 55 Audit File Share Not Configured
b 3 Local Policies 5] Audit File System Success
> il Eventlog %] Audit Filtering Platform Connection Not Configured
b (4 Restricted Groups e
b [ System Services e
b (3 Registry 5 z
b (4 File System Poloy. B30 e
b E Wired Network (IEEE 802.3) Policies X ured
b [] Windows Firewall with Advanced Security j Audt Fitering Platfor Connection ured
(] Network List Manager Policies ured
b Zf Wireless Network (IEEE 802.11) Policies ured
b (] Public Key Policies ured
b (] Software Restriction Policies [v] Configure the following aud events:
b (] Network Access Protection [ Success
b [ Application Control Policies
b &, IP Security Policies on Active Directory (RNDVMNET.COM) [ Faiure
4[] Advanced Audit Policy Configuration
4 1% Audit Policies
b 3 Account Logon
b 3 Account Management
b 3 Detailed Tracking
b 33 DS Access
[ Logon/Logoff
b 5 Object Access
b 3 Policy Change
b 5 Privilege Use
b 3 System
b 5 Global Object Access Auditing
b gl Policy-based QoS
b (] Administrative Templates: Policy definitions (ADMX files) retrieved fror
b [ Preferences
4 4% User Configuration
b [ Policies OK | [ Cancel | [ mooy |
<[ [ >

12. Double click Audit Other Object Access Events, check Configure the following audit events and
check Success.

13. Click OK:

L=f Group Policy Management Editor == e
File Action
LS
4 (] Windows Settings ~ || Subcategory Audit Events
b [] Name Resolution Policy 5] Audit Application Generated Not Configured
[ Scripts (Startup/Shutdown) | Audit Certification Services Not Configured
5] Audit Detailed File Share Not Configured
|| ) Audit Fite Share Not Configured
Policy | Explain %] Audit File System Success
4 5] Audit Filtering Platform Connection Success
_A Audt Other Object Access Everts 5] Audit Filtering Platform Packet Drop Not Configured
4 Audit Handle Manipulation Not Configured
5] Audit Kernel Object Not Configured
%) Audit Other Object Access Events Success
V] Configure the following audt events: 55 Audit Registry Not Configured
[Vl Success ) Audit Removable Storage Not Configured
] Audit SAM Not Configured
[] Faiiure =S ) ] ;
5] Audit Central Access Policy Staging Not Configured
Fosly
bl =
b (2] Preferences ||
4 4% User Configuration
b 1 Policies o
<] n >] < [ >
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14. Double click Audit Registry, check Configure the following audit events and check Success.

15. Click OK:

Group Policy Management Editor 4| (E |
File Action View Help
es 2@ Bm
4 [ Windows Settings ~ || Subcategory Audit Events
b (5] Name Resolution Policy ] Audit Application Generated Not Configured
Scripts (Startup/Shutdown) Audit Certification Services Not Configured
Audit Detailed File Share Not Configured
||| 5 Audit File Share Not Configured
Policy | Explain ] Audit File System Success
. 5] Audit Filtering Platform Connection Success
j Audit Registry %] Audit Filtering Platform Packet Drop Not Configured
%] Audit Handle Manipulation Not Configured
%) Audit Kernel Object Not Configured
[ Audit Other Object Access Events Success
[¥] Configure the following aud events: 56 Audit Registry Not Configured
¥ Success ] Audit Removable Storage Not Configured
%] Audit SAM Not Configured
[ Fere %] Audit Central Access Policy Staging Not Configured
2
ok | [ Conel | [ pewy ]
b [k ||
b | Preferences
4§ User Configuration L
b 1 Policies Vi
<[ [ > <] " >
\
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Enabling the GPO

1. Inorder to enable the GPO, open Group Policy Management and double click the new GPO

(named Remote WMI access in the example).

2. Right click and check Enforced:

& File  Action View Window Help

e 2@ o BE

& Group Policy M. R te WMI

- Farest mdursinet.com Scope | Details | Settings | Delegation |
4 (55 Domains .

4 3 mdvmnet.com Linke

./ Default Domain Display links in this location:

=/ New Group Paoli

51/ Remote WM ac

‘ ndvmnet.com

The following sites, domains, and OUs are linked to this GPO:

" = -
5 [ Domain Contro Lalo — Enforced Link Enabled Path
= dvmnet.com o o
b @] Microsoft Exchal . / Enforced
b 5] routing Link Enabled
p
3 il est } Delete Link(s)
b [ 5 Group Palicy OY

b [ WMI Filters
b [ Starter GPOs
b [ Sites
5 Group Policy Modeli
[ Group Policy Results

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:
Name =
82 Authenticated Users

3. Confirm that the Enforced field changes to Yes:

2 File Action View ‘Window Help
e xnmE -

| Group Policy Management || Remote WMI access
4 A\ Forest: mdvmnet.com

L 2 Scope I Details l Settings [ Delegation I
4 (35 Domains .
4 3 mdvmnet.com Linke
-::J Default Domain Display links in this location:
=/ New Group Poli
5% Remote Wl ac
(& Domain Contro ., n rhdvmnet.com
2 Microsoft Excha . ——
2 routing
2 Test
(= Group Policy OF
b [ WM Filters
b [F Starter GPOs
b [ Sites
fﬁ Group Policy Modeling
[ Group Policy Results

| ndvmnet.com

The following sites, domains, and OUs are linked to this GPO:

Location

Enforced Link Enabled Path

v v v v
1)
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Configuring Username and Password

Take these steps to configure the domain settings after deploying GPO.
1. Navigate to the Policy > WMI tab.

2. Add the Domain settings (Domain, User, and Password):

Domain User Password
rndvmnet.com administrator
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About CYBONET

CYBONET, formerly PineApp, was originally established as an email security solutions company.
Since 2002, CYBONET has been providing easy to deploy, flexible and scalable security solutions that
empower organizations of all sizes to actively safeguard their networks in the face of today’s
evolving threats. CYBONET's product suite includes our new Cybowall solution for network visibility,
vulnerability management and breach detection, our flagship PineApp Mail Secure for
comprehensive email security, and our carrier-grade Outbound Spam Guard (OSG). With a
continued emphasis on developing and delivering high quality solutions, and in conjunction with our
valued partner community, CYBONET is dedicated to security. For further details, please contact
info@cybonet.com www.cybonet.com
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