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This Quick Installation Guide (QIG) details how to install CYBONET’s Cybowall solution. It is
intended for anyone who wants to install Cybowall, including network engineers, system
administrators and IT managers.

Before Starting
Before starting software installation, it is important to ensure:

e That the hardware pre-requisites are met — as detailed below for physical and virtual
installations.

e That the license installation key is available — it is required during the product’s software
installation.

Hardware Pre-requisites
Minimum installation requirements for Cybowall in both a physical and virtual environment are:

1. 1 quad core CPU
2. RAM—-16GB
3. 2 Network Interface Cards (NIC):

e Management and Network Scans
e  Port Mirroring

4. 1 Hard Disk (HDD) - 150 GB

Recommended (best practice) installation requirements:
CPU — as above (adding additional cores improves performance)
RAM — as above (adding additional memory improves performance)

NICs — as above

M owoNp e

2 HDDs:
A. In a Physical Environment:

e HDD —as above:

o This HDD is for the OS and Logs, and needs to be the bootable HD in the BIOS
e Solid State Drive (SSD) — minimum 70 GB — must be smaller than the first HDD:

o TheSSD is for the Cybowall Database
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B. In a Virtual Environment:

Supported virtual platforms are VMware and Hyper-V. XEN is not currently supported.

e 2 HDDs are recommended when installing Cybowall on a virtual system.

e Both HDDs need to meet/exceed the minimum sizes detailed in section A. above, and
one HD must be larger than the other.

e The mirroring port should be set to a dedicated physical NIC since all network traffic is
directed to that interface.

e The port mirroring interface needs to have promiscuous mode enabled so that mirrored
traffic is not blocked.
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Installing Cybowall as a Virtual Host on WMware
These instructions are for VMware ESXi v6.0. Installation can be performed on any ESXi version.

1. Create a new Custom virtual machine:

(&) Create New Virtual Machine - m} *

Configuration
Select the configuration for the virtual machine

Configuration Configuration

Mame and Location .

Storage O Typical

virtual Machine Version Create a new virtual machine with the most commen devices and configuration options.
Guest Operating System

CPUs * Custom

Memory Create a virtual machine with additional devices or specific configuration options.
Metwork

SCSI Controller

Select a Disk

Ready to Complete

< Back | Mext > I Cancel
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2. Giveitaname:

(&) Create New Virtual Machine - m] *

Name and Location virtual Machine Version: 11
Specify a name and location for this virtual machine

Configuration Name:
Name and Location ICYbOWE|||
Storage

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

Guest Oy ting Systes
LSt peratng systen vCenter Server VM folder.

Network
Create a Disk

I tory Location:
Ready to Complete LN e

Cybonet.

< Back | Next > I Cancel

3. Choose the destination:

@ Create Mew Virtual Machine - m} x

Storage Virtual Machine Version: 11
Select a destination storage for the virtual machine files

Configuration Select a destination storage for the virtual machine files:

S N Drive Ty Capadty | Provisioned Free | T Thin Pr
i
Stora ame ‘ rnve lype | BpBCItY ‘ ovision | Tee ype | in Fro

Guest Operating System [£] Nen-550 654TB 475TB 238 TB VMFSS Support
Network.

Create a Disk
Ready to Complete

I Disable Storage DRS for this virtual machine

Select a datastore:

Name | Drive Type | Capacity | Provisioned | Free | Type | Thin Provi

< Back | Next = I Cancel
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4. Select ‘Virtual Machine Version 11”:

@ Create New Virtual Machine - m} X

Virtual Machine Version

Confiuration r—Virtual Machine Version

Name and Location
Thiz host or duster supparts more than one VMware virtual machine version. Spedfy the virtual

Storage. ~ N machine version to use.
Virtual Machine Version
Guest Operating System " virtual Machine Version: 4
CRUs This version will run on VMware ESX 3.0 and later, and YMware Server 1.0 and later. This
Memary version is recommended when sharing storage or virtual machines with ESX up to 3.5.
Network
SCSI Controll
e " Virtual Machine Version: 7
Select a Disk
Ready to Complete This wversion will run on YMware ESX/ESXi 4.0 and later. This version is recommended when

sharing storage or virtual machines with ESX/ESXi up to 4. 1.

" Virtual Machine Version: 8
This version will run on VMware ESXi 5.0 and later. Choose this version if you need the latest
virtual machine features and do not need to migrate to ESX/ESXi 4.

" Virtual Machine Version: 9 /&

This version will run on VMware ESXi 5.1 and later.

" Virtual Machine Version: 10 /1.

This version will run on VMware ESXi 5.5 and later.

@ Virtual Machine Version: 11 /&,

This wversion will run on VMware ESXi 6 and later.

/& If you use this dient to create a YM with this version, the YM will not have the new features and
controllers in this hardware version. If you want this VM to have the full hardware features of this

version, use the vSphere Web Client to create it.
< Back | Mext > I Cancel

5. Select OS version Linux — CentOS 64 bit:

[ Create New Virtual Machine — O X

Guest Operating System Virtual Machine Version: 11
Specify the guest operating system to use with this virtual machine

Configuration

Mame and Location Guest Operating System:

Storace ' Windows
Guest Operating System & i
MNetwork e
Create a Disk " Other
Ready to Complete
Version:
[centos 4/s/e/7 (54-bit) ~|

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

< Back | Next = I Cancel
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6. Add CPU — at least 4 cores:

(@ Create New Virtual Machine — m} X

CPUs
Select the number of virtual CPUs for the virtual machine.

Virtual Machine Version: 11

Configuration

Mame and Location
Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Metwork

SCSI Contraller

Select a Disk

Ready to Complete

Number of virtual sockets:
Number of cores per virtual socket:

Total number of cores: 4

The number of virtual CPUs that you can add to a vM
depends on the number of CPUs on the host and the
number of CPUs supported by the guest 05.

The virtual CPU configuration specified on this page
might violate the license of the guest OS.

Click Help for information on the number of
processors supported for various guest operating
systems.

<« Back

| Next > I

Cancel

7. Add RAM — at least 16 GB:

Memory

@ Create Mew Virtual Machine

Configure the virtual machine's memory size,

- [m] x

Virtual Machine Version: 11

Configuration

Name and Location
Storage

Virtual Machine Version
Guest Operating System
CPls

Memory

Network

SCSI Controller

Select a Disk

Ready to Complete

—Memory Configuration

m Memory Size: 16 3: GB v
ETE Maximum recommended for this
1 TBH ‘guest O5: 4080 GB.
512 58 Maximum recommended for best performance: 196352 MB.
356 @B _‘ . gsgggrse:ogggended for this
128 @B Minimurn recommended for this
64 celd <l guest OS: 512 MB.
3ZGEH
16 GB
G GB
4GB
e
1&B
512 MEB
256 MEB
128 MB
&4 MB
3z MB
16 MB
&MB
B Linux values can vary. Consult your Linux release notes for accurate information,

< Back

Cancel
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8. Add 2 NICs:

(& Create New Virtual Machine - O X

Network Virtual Machine version: 11
Which network connections will be used by the virtual machine?

Confiquration — Create Network Connections
Mame and Location
Storage How many MICs do you want to connect? 2 -
Guest Operating System
m rk Connect at
Create a Disk e (ETES Power On
Ready to Complete
NIC 1 [4_130_171 LAN_10 =] [E1000 ~ ¥
NIC 2: [4_130_181 LAN_12 =] |e1000 =]

If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMwars KnowledgeBase for more information on choosing ameng the network adapters
supported farvarious guest operating systems and hosts.

< Back | Mext > I Cancel

9. Choose the Controller type:

@ Create New Virtual Machine - m} X

5C5I Controller Virtual Machine Version: 11
Which 5CSI controller type would you like to use?

Configuration SCSI controller
Mame and Location
Storage * BusLogic Parallel {not recommended for this guest 0S)

Virtual Machine Version

Guest Operating System
CPUs ¥ LSILogic SAS

Memary " VMware Paravirtual
MNetwork

SCSI Controller

Select a Disk

Ready to Complete

™ LS Logic Parallel

< Back | Next > I Cancel
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10. Create the first HDD for the OS — set size to at least 150 GB. The system boots from this disk:

(& Create New Virtual Machine - O Pad

Create a Disk Wirtual Machine Version: 11
Specify the virtual disk size and provisioning policy

Configuration Datastore: Idamstorel
Mame and Location

Storage
Guest Operating System

Metwork = =
Create a Disk Virtual disk size: I 1503. IGB VI

Ready to Complete

Available space (GB): 2440.9

™ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
' Thin Provision

< Back | Mext > I Cancel |

Z|

11. Click on Next, then check the ‘Edit the virtual machine settings’ check box. Click Continue:

(& Create New Virtual Machine - O X

Ready to Complete Virtual Machine Version: 11
Click Finish to start a task that will create the new virtual machine

Configuration Settings for the new virtual machine:

:;:::Tjw Name: Cybowall

Guest Operating System Folder Cybonet

Network Host/Cluster: 192.168.2.120

Create a Disk Datastore: datastorel

Ready to Complete Guest 05: Cent0S 4/5/6/7 (64-bit)
NICs: 2
NIC 1 Network: 4_130_171 LAN_10
NIC 1 Type: E1000
NIC 2 Network: 4_130_181_LAN_12
NIC 2 Type: E1000
Disk provisioning: Thin Provision
Virtual DiskSize: 150 GB

¥ Edit the virtual machine settings before completion

/¥, Creation of the virtual machine (vM) does not indude automatic installation of the guest operating
system. Install a guest OS5 on the VM after creating the VM.

< Back | Continue I Cancel
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12. Click Add in order to add a second HDD:

Hardware |Opﬁons I Resources I
—Memory Configuration
[~ Show All Devices Add... | Remove | L
M Memory Size: I 163: GE *
Hardware | Summary | L
zT8 Maximum recommended for this
MK Memory (adding) HE L | 178 <1 guestOS: 4080 GB.
[d cPus (adding) 4 Mo P,
_ c12 GEH aximum recommended for bes|
E Video card (adding) Video card 1 performance: 196352 MB.
VMCI device (addi Deprecated 256 GE H
= (@ |r_|g) ) P . ] Default recommended for this
% New CD/DVD (adding) Client Device 126 ;B H =l guestOS: 2 GB.
& New Floppy (adding) Client Device 64 GBH Minimum recommended for this
(© MNew SCSI Controller (add...  1SI Logic SAS 4 guest0S: 512MB.
BB New NIC (adding) BKUP network LAN 4 32 GBH
= MNew Hard Disk (adding) Virtual Disk 16 GB
e
4GB
2GE
1GE
512 MB
256 MB
128 MB
64 ME
32 MB
16 MB
G ME
4 ME
Finish | Cancel |
13. Select Hard Disk and click Next:
(&) Add Hardware it

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wish to add.
Select a Disk

Create a Disk
Advanced Options
Ready to Complete

16D serial Port — Information

A‘-_’ Parallel Port This device can be added to this Virtual Machine,
= Floppy Drive

(24 CD/DVD Drive

() USE Controller

USE Device (unavailable)
& PCI Device (unavailable)
Ethernet Adapter

R SCSI Device (unavaiable)

< Back | Next > I Cancel
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14. Select Capacity, Disk Provisioning and Location. This HDD is for the database and needs to be
smaller than the first HDD:

(&) Add Hardware x

Create a Disk
Spedify the virtual disk size and provisioning policy

Device Type —Capacity

Select a Disk =

- Disk Size: I 70 5. GBE -
Create a Disk ISk size

Advanced Options - T

Ready to Complete — Disk Provisioning

" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
% Thin Provision

—Location
& Store with the virtual machine

" Spedfy a datastore or datastore duster:

I Browse. .. |

< Back | Mext > I Cancel

15. Click Next and then Next again (unless changing Advanced Options). Click Finish:

(&) Add Hardware X

Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Tvpe Options:

Select a Disk

Create a Disk Hardware type: Hard Disk

Advanced Options Create disk: Mew virtual disk
Disk capadity: FOGE

Ready to Complete Disk provisioning: Thin Provision
Datastore: ProdDataStore
Virtual Device Node:  SCSI (0:1)
Disk mode: Persistent

< Back | Finish I Cancel

A
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16. Add the Cybowall ISO and check the ‘Connect at power on’ check box. Click Finish and boot
the virtual machine and open the console:

Hardware |O|::|tions I Resources I vServices I Virtual Machine Version: 11 /&,

—Device Status

[ Show All Devices Add... | Remave | M Connected
Hardware | Summary | ¥ Connect at power on

M 16384 MB
! emory —Device Type
d crus 4
& video card Video card " Cient Device

] Mote: To connect this device, you must power on the
= VMCIdevice Deprecated virtual machine and then dick the Connect CD/OVD
3 SCSIcontroller 0 LSILogic SAS button in the toolbar.
@ CD/DVD drive 1 [datastore1] 150 files/c... |

&= Harddisk1 Virtual Disk ® Trspere
& Floppy drive 1 Client Device
BB Network adapter 1 cybowall I LI
BB Network adapter2 dns proxy HPLY3 port 7 & Datastore IS0 File
BB Network adapter 3 IT LAN 30

I[daiastcrel] 150 files/cbw-20180205  Browse... |

—Mode

€ passthrouah IDE (recommended)

& Emulate IDE

—Virtual Device Node
& |IDE (1:0) CD/DVD drive 1 |

OK Cancel

17. Refer to the Physical Installation section of this QIG and follow the instructions from step 5.
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Installing Cybowall as a Virtual Host on Hyper-V

These instructions are for Hyper-V version 10.0.14393.0, on Windows Server 2016. Installation
can also be performed on previous versions of Hyper-V and Windows Server.

1. Open Hyper-V Manager:

B8 Hyper-V Manager - u] X
File Action View Help

| 5mE B

E Hyper-V Manager | Actions

B WINSRVHYPERY Virtual Machines 2
Name State CPU Usage Assigned Memory Uptime

New 4

No vitual machines were found on this server. Import Virtua! Machin..

Hyper-V Settings...
Virtual Switch Manage...
Virtual SAN Manager...

Bo B8 @ 7

< . Edit Disk...

Checkpoints (

Inspect Disk...

¢ Xmlyi

Stop Service
Mo virtual machine selected
Remave Server
Refresh

View 4

Help

Mo item selected

< >
WINSRVHYPERV: 0 virtual machines selected.
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2. Click on New > Virtual Machine in the Actions pane on the right:

58 Hyper-V Manager - [m]
File Action View Help
“=|7E HIE
E Hyper-V Manager Actions
Virtual Machines
m WINSRVL YBERY WINSRVHYPERV
Name State CPUUsage  Assigned Memory  Uptime
New Virtual Machine...
No virtual machines wers found on this server T Import Virtual Machin.. Hard Disk...
Hyper-V Settings... Floppy Disk...
=% Virtusl Switch Manage...
o Virtual SAN Manager...
< w4 Edit Disk..
Checkpoints ( Z Inspect Disk...
(m) Stop Service
No virtual machine selected
© s maeTne & 2 Remove Server
© Refresh
View
H Help
Details
No item selected
< >
Opens a cascading menu specifying objects which can be created on this server.
3. Click Next:
E Mew Virtual Machine Wizard x

& Before You Begin

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

Spedfy Name and Location

Spedfy Generation
=l To create a virtual machine, do one of the following:
Assign Memory

+ Click Finish to create a virtual machine that is configured with default values.

Configure Metworking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[ Do not show this page again

< Previous MNext = | | Finish | | Cancel
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4. Enter the name of the virtual machine and click Next:

ER Mew Virtual Machine Wizard *

Ea Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Spedcify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory MName: |Cy‘bowall|
Configure Metworking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary Location: | C:\ProgramDataMicrosoftiWindows\Hyper-Vy Browse...

A If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

<previoss | [ Mext> || Fmsh || cancel
5. Select Generation 1:
ER Mew Virtual Machine Wizard >
=3 Specdify Generation
Before You Begin Choose the generation of this virtual machine.

Specify Name and Location @ Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
wirtual hardware which has been available in all previous versions of Hyper-v.

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Connect Virtual Hard Disk
Installation Opti
e /1, ©Once a virtual machine has been created, you cannot change its generation.
Summary

More about virtual machine generation support

<Prev1'ous|| Next > || Finish || Cancel
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6. For Startup memory, configure 16384 MB and click Next:

E3 New Virtual Machine Wizard X
= Assign Memory

Before You Begin Spedfy the amount of memory to allocate to this virtual machine. You can specify an amount from 32
ME through 12582912 ME. To improve performance, specify mare than the minimum amount
recommended for the operating system.

Syeely Szl Startup memory: MB
Assign Memory

Spedfy Name and Location

[ use Dynamic Memory for this virtual machine,

Configure Networking

o When you decide how much memory to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Summary

| <Previoss | [ Next> || Fnsh || Cancel |

7. Select the relevant connector to be used for Management and Scanning, then click Next:

EH Mew Virtual Machine Wizard x

= Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Name and Location !

Specify Generation Connection: | Qlogic BCM5709C Gigabit Ethernet (NDIS VBD Client) #2 - Virtual Switch ~

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

|<Prem‘ous|| Next || Firish || Cancel |

Note: Cybowall requires 2 interfaces. The 2" interface is added after setup is complete and
before turning on the Virtual Machine.
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8. Select ‘Create a virtual hard disk’, give it a Name (if different than the virtual machine (VM)
name), Location and Size (150 GB):

EH Mew Virtual Machine Wizard >

& Connect Virtual Hard Disk

Before You Begin A wirtual machine requires storage so that you can install an operating system. You can spedify the
storage now or configure it later by modifying the virtual machine’s properties.

Spedfy Name and Location

(@) Create a virtual hard disk

Specify Generation
fer ey Use this option to create a VHDY dynamically expanding virtual hard disk.
Configure Networking Name: |C1fbowall.vhdx |
Connect Virtual Hard Disk Location: |D:\\c"|rh..|alHardDisks\ | | Browse. ..
. Instalation Options Size: B (Maximum: 64TB)
ummary

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: | D:\irtualHardDisks) Browse, ..

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous | | Mext = | | Finish | | Cancel

9. Select 'Install an operating system from a bootable CD/DVD-ROM', browse to the Image file
(.iso) and click Next:

EH Mew Virtual Machine Wizard *

£ Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

later.
Specify Name and Location aLEr

() Install an operating system later

Specify Generation
Assign Memory (@) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media

Pt

drive: i

Connect Virtual Hard Disk

Installation Options (® Image file (iso): |C:‘,IJsers‘lAdministratcr\Desktop\cbw.iscl | | Browse...
Summary

() Install an operating system from a bootable floppy disk

virtual floppy disk (. vfd): Browse...

() Install an operating system from a network-based installation server

<Prem'ous|| Next > || Fiish || Cancel
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10. Review the configuration to ensure it is correct, then click Finish:

A Mew Virtual Machine Wizard *

Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

fallowing virtual machine.
Specify Name and Location e

Specify Generation Desaription:
Assign Memory Name: Cybowal
Configure Netwarking Generation: Generation 1
Memary: 16334 MB
oA il Network: QLogic BCM5709C Gigabit Ethernet (NDIS VBD Client) #2 - Virtual Switch
Installation Options Hard Disk: D:\WirtualHardDisks \Cybowall. vhdx (VHDX, dynamically expanding)

Operating System: Wil be installed from C:\Users\Administrator \Desktop\cbw.iso

To create the virtual machine and close the wizard, dlick Finish.

Next = Finish || Cancel

11. Before turning on the VM, it is necessary to configure several other options. In Hyper-V
Manager right click the Cybowall VM and select 'Settings:

Ha Hyper-V Manager - [u] ®
File Action View Help
&=z
H Hyper-V Manager Actions
Virtual Machines e —
EW‘NSWHVPEW WINSRVHYPERW a "
Name State CPUUsage  Assigned Memory  Uptime (e
] g New 3
Connect... [ Import Virtual Mac...
Settings... [] Hyper-V Settings...
oI
— 28 virtual Switch Man...
o Virtual SAN Manag...
Checkpoint
< 4 Edit Disk...
Checkpoints Move.. ( & Inspect Disk...
[ Export... e |-
= (m) Stop Service
Rename... «ckpoint: y
sokpaints ¥ Remove Server
Delete...
B Refresh
Enable Replication...
nable Replication View N
(3 H Hep
Cybowall -
4F Connect...
Cybowall
E7 Settings...
Created: 4/25/2018 4:31:03 PM Clustered: Mo @ Start
Configuration Version: 3.0 By Checkpoint
Ger tiol 1
neration: B* Move..
Notes: None
I Export..
=f Rename..
Be Delete..
Summary Memory Netwerking  Replication
0 Enable Replication...
i bl I T h
Displays the virtual machine settings user interface.
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12. Click Add Hardware and choose Network Adapter:

@ Settings for Cybowall on WINSRVHYPERY - X
| Cybowall vl 4> |0
# Hardware "~ B Add Hardware
r Add Hardware
& BIOS ‘fou can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button,
@ security SCSI Contraller
Key Storage Drive disabled g apter
W Memory RemateFy 30 Video Adapter
16334 MB Legacy Network Adapter
ﬁ Processor Fibre Channel Adapter

1 Virtual processor

= [ IDE Controller 0

o Hard Drive
Cybowall,vhdx Virtual machines are created with one network adapter, You can add additional network
= [ 10E Controller 1 adapters as needed.
() DVD Drive
chw.iso
&l scsI Controller
@ Network Adapter
Qlogic BCM5709C Gigabit Ethe...
& com1
None
& comz2
None
[ Diskette Drive
None

"

Ma
MNarme
Cybowall
D Integration Services
Some services offered
(# Checkpoints
Production
F'-F' Smart Paging File Location
C:\ProgramData MicrosoftiWin...

oK | | Cancel Apply

‘. CYBONET Q +1.646.883.3455 M info@cybonet.com @ www.cybonet.com



CYBONET

13. Select the Network Adapter added in the previous step and choose the Virtual switch
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relevant for Port Mirroring:

E Settings for Cybowall on WINSRVHYPERY —

[cybowall v <> |0
& Hardware 2 @ Metwork Adapter

r Add Hardware

[ BIOS Spedify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:

@ security |QLogic BCM5709C Gigabit Ethernet (NDIS VBD Client) #3 - Virtual ¢ ~
Key Storage Drive disabled

VLAN ID

W Memory

16334 MB [] Enable virtual LAN identification

ﬁ Processor

1 Virtual processor

= [ 10E Controller 0

o= Hard Drive
Cybowall. vhdx

= [ 10E Controller 1
() DVD Drive

chw.izo
&4 scs1 Contraller
[H] MNetwork Adapter

The VLAN identifier spedfies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

2

Bandwidth Management
[] Enable bandwidth management

Specify how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

D Integration Services
Some services offered
¥ Checkpoints

Production

QLogic BCM5709C Gigabit Ethe... Minimum bandwidth: 0| Mbps
0 metwork Adapter
Maxil width: 0| M
QLogic BCM5709C Gigabit ... Maximum bandwidth Mbps
ﬁ CoM 1 o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
MNone
ﬁ com 2 To remove the network adapter from this virtual machine, dick Remove.
MNone
[ Diskette Drive
MNone
N o Use a legacy network adapter instead of this network adapter to perform a
a1 network-based installation of the guest operating system or when integration
Mame services are not installed in the guest operating system.
Cybowall

| oK | | concel || pply

(€cYBONET
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14. Select BIOS and verify that the VM is configured to Boot from CD:

E Settings for Cybowall on WINSRVHYPERY — X
|eybowall v 4 > |0
® Hardware ~ @ BI0S
r Add Hardware
¥ BIOS Select the order in which boot devices are chedked to start the operating system.
Boot from CD Startup order
. Security cp Move Up
Key Storage Drive disabled IDE
W Memory I';leagaq-I MNetwork adapter Move Down
16334 ME noY
ﬁ Processor
4 Virtual processors

=/ |8 1DE Controller 0 o Use a legacy network adapter to perform a network-based installation of the
o Hard Drive guest operating system.
Cybowall.vhdx
[= [ IDE Controller 1
() DVD Drive
chw.iso
&l scsI Controller
@ Metwork Adapter
QlLogic BCM5709C Gigabit Ethe. ..
@ Metwork Adapter
QlLogic BCM5709C Gigabit Ethe. ..
i ocom1
Nane
§ comz
Nane
[ Diskette Drive
MNone
® M t
Name
Cybawall
D Integration Services
Some services offered
(& Checkpoints

Production v

oK | | Cancel Apply
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15. Select Processor and increase the ‘Number of virtual processors’ to 4. Click OK:

E Settings for Cybowall on WINSRVHYPERY — X
[Cybowall ] 4r O
% Hardware * | [ Processor
r Add Hardware
[ BIOS ‘You can modify the number of virtual processors based on the number of processors on
Eoot from €D the physical computer. You can also modify other resource control settings.
@ Security Number of virtual processors: h&l
Key Storage Drive disabled
Wl Memory Resource control
16384 MB ‘¥ou can use resource controls to balance resources among virtual machines.
ﬁ Zﬁiﬁ;mesmﬁ Virtual machine reserve {percentage): Ijl
= B ICE Controller 0 Percent of total system resources: 0
w Hard Drive
Cybowall. vhdx Virtual machine limit (percentage):
= - IDE Controller 1 Percent of total system resources: 16
',/ DVD Drive
chw.iso

Relative weight:

&l scs1 Controller
G] Network Adapter
OLogic BEMS705C Gigabit Ethe...
[g] Metwork Adapter
Qlogic BCM5709C Gigabit Ethe. ..
i com1
Mone
& comz
Mone
[ piskette Drive
Mone
% Management
Name
Cybowall
D Integration Services
Some services offered
(# Checkpoints

Production v

ok ]| canel || ey |

‘. CYBONET Q +1.646.883.3455 M info@cybonet.com @ www.cybonet.com



CYBONET Copyright CYBONET.com All Right Reserved

16. Return to Hyper-V Manager and double click the newly created Cybowall VM:

53 Hyper-V Manager — [m] x
File Action View Help

=75 BE

E Hyper-V Manager - Actions
Fi2 WINSRVHYPERY Virtual Machines e %

Name State CPUUsage  Assigned Memory  Uptime

= New 3
) cibowal Off

3 Import Virtual Mac...
[ Hyper-V Settings...
23 Virtual Switch Man...
. Virtual SAN Manag...
Edit Disk...

Checkpoints ( Inspect Disk...

) Stop Service

The selected virtual machine has no checkpaints.
Remove Server

[ SON S

Refresh
View 4

H Hep
o ———
48 Connect...

E7 Settings..

Cybowall

Created: 4/25/2018 4:31:03 PM Clustered: No O start
Configuration Version: 8.0 By Checkpoint
‘Generation: 1

B Move..

4 Export...
=] Rename...
B Delete..

#A Enable Replication...
=

Notes: None

Summary Memory Networking  Replication
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17. Start the VM by clicking the Start button:

3 Cybowall on WINSRVHYPERV - Virtual Machine Connection - O X
File Action Media VYiew Help

o s

The virtual machine '‘Cybowall’ is turned off

To start the virtual machine, select '"Start’ from the Action menu

Status: Off

18. Refer to the Physical Installation section on the next page and follow the instructions from
step 5.
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Physical Installation

1. Place the dedicated Cybowall server in a suitable location or in a standard 1U rack mount.
Be sure that the cooling vents in the rear are not blocked or obstructed.

2. Connect the power cord to the rear of the unit.

3. Power up the appliance using the power switch located in the front/rear of the unit
according to the appliance. The power LED on the front panel lights up. Ensure the LED is
ON before continuing.

4. Insert the CD or USB drive and boot from the relevant media.

5. Connect a screen and keyboard to the physical server or open a console on a virtual host.
The following screen appears:

Cybonet Cybowall Installation options

Install Cybonet Cybowall

Automatic boot in 56 seconds...

6. Press Enter or wait for the Automatic boot to take place. The installation process is
automatic and does not require any intervention.
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7. Once completed, the following screen appears. Reboot as prompted:

(& 17.38 Cybowall38 QA [Idan] on 192.168.2,120

File Wiew Wk

miy @@ @& P @i
iwl3168-f irmware (537.-558)
iwl135-f irmware (538-558)
iwl7268-f irmware (539.-558)
iwl3945-f irmware (5468.-558)
ivtu-f irmeare (541-558)
iwlbA58-f irmware (542-558)
iwl188-f irmware (543-558)
iwl7265-f irmware (544.-558)
iwlbBBBgZb-f irmuare (545-558)
iwlZ2838-f irmware (546.-558)
iwl6BBBgZa-f irmsare (547-558)
iwl5888-f irmware (548.-558)
iwl4965-f irmware (549.-558)
iwl185-f irmware (558-558)
post-installation setup tasks
boot loader

Performing post-installation setup tasks

onf iguring installed system
iting network configuration
reating users

onf iguring addons

Generating initramfs

umming post-installation scripts

Use of this product is subject to the license agreement found at rusrrsharerscentos-releasesE
LA

Installation complete. Press return to quit_

Torelease cursor, press CTRL + ALT
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Configuring the Cybowall Management IP Address
Cybowall's management IP address is configured using CLI commands.

1. [Ifinstalling Cybowall in a physical environment, connect a screen and a keyboard. If installing
a virtual appliance, open the console.

2. Enter the default username and password. The default username is ‘admin’ and the default
password is ‘CBWadminPaSs’

3. To access the network configuration CLI, type 'setup' and Enter
Type ‘show interfaces’ to see the IP address:

11TC ‘bowall] show interfaces
stem's interfaces information:

SEEVICE: Mana“ﬁment
IP Address: 192.168. fz.ﬂd
MASK : 255 255,255,

5. Configure the Cybowall management IP address by typing ‘set interface ethO X.X.X.X/YY
Management’:

applychanges

t dgw 192.168.17.254
1ly updated/saved. In order to enforce them run "applychanges"

7. Run ‘applychanges’ to save the information.

8. Once the IP address has been changed, test connectivity and access Cybowall from the
network.

9. To test connectivity, exit the CLI, by typing ‘exit’. This returns to the main console —
admin@Cybowall.

10. Type ‘ping [gateway IP address]’ to ensure connectivity.
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Additional Configuration Steps

1. Open a web browser and navigate to the IP configured for Cybowall: https://X.X.X.X:7443
2. Enter the default username and password. The default username is ‘admin’ and the default
password is ‘CBWadminPaSs':

' @ CYBOWALL

Username
admin
Password
Version: 0.9 Build: 1804.04.1544
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3. Inorder to continue, read and accept the User License Agreement:

| @ Cybowall x4+

€ 192.168.42.84: 7080 v |+ | Q Search T8 & A O =

Limitation of liability

() 1 have read and agree to the End User License Agreement and Limited Software Warranty

Decine

4. Once successfully logged in, it is recommended to change the system password before
continuing. Navigate from the Cybowall dashboard (the “Wall”) to the System Settings >
Users tab. Click the Edit icon to change the password:

Network devices Notifications Date & time Users Network tools Licensing SSL certificate
N Login Full name Permissions Enabled
1 admin admin Full access (

Note: It is recommended to create User accounts for each user accessing Cybowall.
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Installing the Cybowall License

After configuring Cybowall's management IP address, it is necessary to install the license key in
order for the Cybowall engines to operate.

1. Navigate to System settings > Licensing.
2. Click Update. The following window appears:

Update product license

New license key

3. Input the license key and click Update.
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About CYBONET

CYBONET, formerly PineApp, was originally established as an email security solutions company.
Since 2002, CYBONET has been providing easy to deploy, flexible and scalable security solutions
that empower organizations of all sizes to actively safeguard their networks in the face of today’s
evolving threats. CYBONET's product suite includes our new Cybowall solution for network
visibility, vulnerability management and breach detection, our flagship PineApp Mail Secure for
comprehensive email security, and our carrier-grade Outbound Spam Guard (OSG). With a
continued emphasis on developing and delivering high quality solutions, and in conjunction with
our valued partner community, CYBONET is dedicated to security.

For further details, contact info@cybonet.com

www.cybonet.com
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