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CYBONET PineApp Mail Secure is fully available for installation on a Virtual Machine (VMWare)
platform.

The following manual provides assistance in installing CYBONET PineApp Mail Secure on a Virtual
Machine on VMWare servers and ESXi platforms.

Step 1: Installing PineApp Mail Secure over virtual machine.

1. Login into your VMWare platform
2. Click on Virtual Machine > Create new virtual machine
3. Under Configuration menu, please choose > Custom.

Configuration
Select the configuration for the virtual machine

Configuration - Configuration

Name and Location

Storage © Typical

virtual Machine Version Create a new virtual machine with the most common devices and configuration options.
Guest Operating System

CPUs * Custom

Memory

Network

SCSI Controller
Select a Disk
Ready to Complete

Create a virtual machine with additional devices or specific configuration options.

| < Back I Next > I Cancel I
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4. Under the Name a Location menu, type the new Virtual Machine’s name (preferably the
product’s name, for example — PineApp)

Name and Location
Specify a name and location For this virtual machine

Configuration
Name and Location
Skorage

Pl M R i Virtual machine {¥M) names may contain up to 80 characters and they must be unique within each
wCenter Server WM Folder.

tual Machine

Guesk Operating System

ZPL
5 Inventory Location:
Mermory

Metwark = l Pinespp VI
SCSI Controller lEﬁ Cybowal

Select a Disk. @ Discovered virtual machine

Ready to Complete

< Back | Mext = I Cancel
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5. Under the Storage menu, please select relevant storage name and click on Next >

Storage
Select a destination storage Far the virtual maching files

Configuration Select a destination storage For the virtual machine files:

Mame and Location - - — i
Storage Mame | Drive Type | Capacity | Provisioned | Free | Type | Thin Prov

Yirkual Maching Version H| datastorel hon-550 654 TH 4.93TB 2.23TB ¥MFS5 Supparte
Guest Operating System
ZPUs

Mernory

etwork

SCST Contraller

Select & Disk

Ready to Complete

<] mn 1]

[T Disable Starage DRS For this virtual machine

Select a datastore:

Mame | Drrive Type | Capacity | Provisioned | Free | Tvpe | Thin Provwis

< [T i >

< Back | Mexk = I Cancel
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6. On the Virtual Machine Version, choose Virtual Machine Version 11.

“ Create New Yirtual Machine

virtual Machine Yersion

Confiquration Wirtual Machine Version
Mamne and Location

Starage

¥irtual Machine Yersion
Guesk Operating System " Wirtual Machine Yersion: 4
CPUs

This host ar cluster supports more than one WiMware wvirtual maching version, Specify the wirtual
machine version ko use,

This wersion will run on YMware ESY 3.0 and later, and WMware Server 1.0 and later, This
Memory version is recommended when sharing storage or virtual machines with ESx up ko 3.5,
Mekwark

SCSI Controller

Select a Disk

Ready to Complete This wersion will run on YMware ESA/ES® 4.0 and later, This wersion is recommended when
sharing skorage or virtual machines with ESXESYiup to 4.1,

virtual Machine Yersion: 7

¥irtual Machine Yersion: &

This wersion will run on YMware ES%i 5,0 and laker, Choose this version if you need the latest
wirtual machine Features and do not need ko migrate to ESXESY 4.

¥irtual Machine Yersion: 9 /I

This version will run on ¥Mware ESXi 5.1 and later,

virtual Machine Yersion: 10 /%

This version will run on ¥Mware ESXi 5.5 and later,

virtual Machine ¥ersion: 11 /%

This wersion will run on YMware ESxi 6 and later,

/By I ywou use this dlient to creabe a WM with this wersion, the ¥M will nok have the new Features and
controllers in this hardware wersion, IF wvou want this WM to have the Full hardware features of this

version, use the wSphere Web Client to create it.

% Back. | Mext = | Cancel
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7. Under the Guest Operating System
a. Choose Linux
b. Select Other 2,6,x Linux (32-bit)

Guest Operating System Wirkual Machine Yersion: 11
Specify the guest operating system to use with this virtual machine

Configuration
Mame and Location
atorage " windaws
Yirtual Machine Yersion
Guest Operating System ® Linux
CPls ' Other
Mermory
Metwark

SCSI Controller
Select & Disk,

Ready ko Complete Identifying the guest operating system here allows the wizard to provide the appropriate defaults For
the operating svstem installation,

Guesk Operating Svskem:

Wersion:

< Back | Mext = I Cancel
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8. Under the CPUs menu, please choose the required number of CPU cores, the minimum
recommended value is — 2 cores.

CPUs ‘irtual Machine Yersion: 11
Select the number of wirtual CPUs For the wirtual machine,

Configuration

Mame and Location Mumber of virtual sockets:

Storage

Virtual Maching Yersion Nurber of cores per virtual socket:
Guest Operating Syskem

CPUs Tokal nurber of cores:

Mernary

Mebwark, The number of virbual CPUs that vou can add ko a Y
depends on the number of CPUs on the host and the

SEaL Coblysler number of CPUs supported by the quest 05,

Select a Disk

Ready ko Conmplete

The wirtual CPU configuration specified an this page
might violate the license of the guest 0S5,

Click Help Far infarmation an the number of
processors supparked For various guesk operating
syskems,

< Back | Mext = I Cancel
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9. Under Memory, please select RAM size the minimum recommended value is — 4GB RAM
(4096MB)

Memory Virtual Machine Version: 11
Configure the virtual machine's memory size.

Configuration ‘ “Memory Configuration -
Nt;: I tion - MamrySze:I Qﬁ IGB;]
Yirtual Machine Version AP « Maximum recommended for best performance: 196352 MB,
W 2L < Medmum recommended for this
Memory 512 GBH guest OS: 64 GB.
f':lst'f:llvtji'r';rdn:nllm . ~1 - mo’s“w i
Select a Disk 128 GB Minimum recommended for this
Ready to Complete 64 GBI} < guest OS5: 64 M8,
32 GB
16 GB
B8 GB M
4GB
2GB
1GB
S12 MB
256 MB
128 MB
64 MB
32 MB
16 MB
3 : Linux values can vary. Consult your Linux release notes for accurate information.

< Back H Next > I Cancel |
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10. Under the Network menu, select number of NICs.
Adapter type must be — E1000.

Network Virkual Machine Wersion: 11
which network connections will be used by the wirtual machine?

Confiquration — Create Nebwork Connections
Marne and Location

Storage Hiow rany NICs do you want bo connect? |1 vI
Wirkual Maching Yersion

Guest Cperating Systerm
CPLs

Memary
popmepanfe bkup retwiork 4 srnic 2 IEIDDD vI v

SCSI Controller
Select a Disk,
Ready bo Complete

Conneck at
Metwork, Adapter Power On

@ If supported by this wirtual machine version, more than 4 NICs can be added after the
wirtual maching is created, wia its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibilicy, Consulk
the Yware KnowledgeBase For mare information on choosing among the nebwork. adapters
supported For various guesk operating systems and hosts,
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11. Under SCSI Controller, please select LSI Logic SAS.

& Create Mew ¥irtual Machine

SCSI Controller Virkual Machine Wersion: 11
which 351 controller type would vou like to use?

Configuration sCsl controller
Marme and Location

Skorage " BusLoqgic Parallel
Wirkual Machine Wersion
Guest Operating Syskerm
CPUs LSI Logic 545
Memary

Tetwork

5C51 Controller
Select a Disk
Ready to Complete

L5I Logic Parallel

Whware Paravirtual
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12. On the next menu, please choose to Create a new virtual disk.

Select a Disk Virkual Machine Yersion: 11

Configuration . A wirtual disk is composed of one or rore Files on the host File syskem, Together these files appear as a
Marme and Location single hard disk to the guest operating syskem.

Skorage
Wirtual Machine Yersion Select the type of disk to use,
Guesk Operating System — Disk
CPUs
Memor:y. % Create a new virtual disk
[etwiork
SCS1 Controller i~
Select a Disk
Create a Disk
Advanced Opkions
Ready to Complete

Use an existing virtual disk

Reuse a previously configured wirtual disk.

Raw Device Mappings

Give your virkual machine direct access ta SAMN. This option allows wou ko
use existing SAM commands ko manage the sktorage and continue ta
access ik using a dataskare,

Do not create disk

= Back | et = I Cancel
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13. The recommended disk size for a standalone unit is 300GB, for a scanner unit in cluster
120GB is enough.
The rest of the options must be chosen as can be seen on this screenshot below.

Create a Disk Yirtual Machine WVersion: 11
Specify the virtual disk size and provisioning policy

Configuration — Capacity
Marme and Location e prepe
Skorage

Yirtual Machine VYersion
Guest Operating System
CPLs " Thick Provision Lazy Zeroed
Memaory
Metwork
551 Controller © Thin Provision
Select a Disk
Create a Disk
Advanced Options
Ready to Complete & store with the virtual maching

GBE -

— Disk. Provisioning

© Thick Provision Eager Zeroed

—Location

" Specify a datastore or datastore cluster:

Browse, ., |

« Back, | Mext = I Cancel |
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14. Under Advanced Options, please use the settings recommended below.

Advanced Options

Wirtual Machine Yersion: 11

These advanced options do not usually need to be changed.

Configur ation

Marne and Location
Starage

Yirtual Machine Yersion
Guest Operating Svskem
CRUs

Mernory

Metwork

ST Controller

Select a Disk

Creabe a Disk
Advanced Options
Ready to Complete

Specify the advanced options For this virtual disk, These options do not normally need
to be changed.

virtual Device Node
(G BT

=l
~ |oE@o |

—Mode
[ Independent
Independent disks are not affected by snapshats,
" Persistent
Changes are immediately and permanently written ko the disk,

o Monpersiskent

Changes ko this disk are discarded when you power ofF or revert ko the
snapshat,

< Back | Mext = I
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15. Under the Ready to Complete menu, please verify that the virtual machine settings are to
your expectations and click on the Continue button.

Ready to Complete Virtual Machine Version: 11
Click Finish to start a task that will create the new virtual machine

Configuration Settings for the new virtual machine:
otz nd Locshon Name: New Virtual Machine
ml ; Folder: PineApp YM
Guast Operating System Host{Cluster: 192.168.2.120
CPUs Datastore: datastorel
Memory Guest 0S: Other 2.6, Linux (32-bit)
hetwork CPUs: 1
SCSI Controller Memory: 2048 MB
Select a Disk NICs: 1
Crealea el NIC 1 Network: bhup network 4 vinic 2
Ready to Complete NICA Tyom £1000
SCSI Controller: LSI Logic SAS
Create disk: New virtual disk
Disk capacity: 40 GB
Disk provisioning: Thick Provision Lazy Zeroed
Datastore: datastorel
Virtual Device Node: SCS1(0:0)
Disk mode: Persistent

¥ Edit the virtual machine settings before completion

/&, Creation of the virtual machine (VM) does not include automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.

< Back “ Continue I Cancel
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16. Under the Hardware tab, please select PineApp Mail Secure ISO file under Datastore ISO
File and then click on Finish

Hardware | Options | Resources |

—Device Status
[ show All Devices Add,.. Remove Sl e
FETORETE [ Sommary T I Connect at power on
il ™Memory (adding) 2048 MB e ne
[d CcPuUs (adding) 1 p
. . " Client Device
IE‘ Video (arn_i (add":g) Videsicard Mote: To conneck this device, you must power on the
= ¥MCI device {adding) Deprecated virbual maching and then click the Connect CO/DVD
Sl New CD/DYD (adding) [datastore1] 150 file... | button in the toolbar.
&g, New Floppy (adding) Client Device
{3 New SCSI Controller {add... LSI Logic SAS T
Ef New NIC {(adding} bkup network 4 ymn...
=3 Mew Hard Disk (adding) virtual Disk I LI
& Datastore 150 File
|.,|’Ma|\-55(ure_v51 1_RCA_9marl6RC:  Browse...
—Made
¥ Passthrouah IDE (recommended)
 Emulate IDE

irkual Device Mode

’7(-‘ |roE (1:00 B4 |

Finish Cancel |

Step 2: Activating PineApp Mail Secure product on a Virtual Machine.
In order to complete installation and activate your newly installed virtual machine.

a. Go to Virtual Machines tab
b. Check the newly added system
c. Power ON new instance.
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ABOUT CYBONET

CYBONET, formerly PineApp, was originally established as an Email Security Solutions Company.
Since 2002 CYBONET 's internet security and network control products enable SMB/E's and
Telcos to comprehensively protect their critical network infrastructure. Whether through the
flagship PineApp Mail Secure solution or the next generation of Cyber Protection solutions -
CYBONET is dedicated to security. With a renewed dedication to our valued Partner community
as well as the development of a platform for Managed Service Providers to more efficiently
deliver our solutions - CYBONET is committed to bringing our technologies to all corners of the
globe.

CYBONET Support
CYBONET Support Center

e: support@cybonet.com

p: +972.4.8212321
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